CLOUD-SERVICES@FRAUNHOFER

HIFIS Conference -- Hamburg, 18.10.2019
Frank Strathoff -- frank.strathoff@zv.fraunhofer.de

~ Fraunhofer




AGENDA

About Fraunhofer
Corporate IT Services at Fraunhofer
Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
Public Cloud Services — the way to a hybrid cloud
Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud
Conclusion / Lessons learned

\

~ Fraunhofer



ABOUT FRAUNHOFER

B About Fraunhofer

Corporate IT Services at Fraunhofer

Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
Public Cloud Services — the way to a hybrid cloud
Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud

Conclusion / Lessons learned

\

~ Fraunhofer



The Fraunhofer-Gesellschaft

B 72 institutes and research units
B 26,600 staff
B € 2.6 bn research volume

Revenues in contract research
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Fraunhofer-Gesellschaft, the largest organization for applied research in
Europe

Application-oriented research for immediate benefit to the economy and to the benefit of society
72 institutes and research units
26,600 staff

€2.6 billion annual research budget totaling. Of this sum, more than
€2.2 billion is generated through contract research

Roughly two thirds of this sum is generated through contract research on behalf of industry and publicly
funded research projects

Roughly one third is contributed by the German federal and Countries governments in the form of base
funding

\
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Our Guiding Principles
Mission

Applied research is the foundation of our organization. We partner with companies to
transform original ideas into innovations that benefit society and strengthen both the
German and the European economy.

Our employees shape the future — in ambitious positions at Fraunhofer or in other areas of
science and business. Fraunhofer therefore places great importance on their professional
and personal development.

~ Fraunhofer



Our Guiding Principles
Vision

Fraunhofer is the international leader of applied research.

As an innovation driver, we lead strategic initiatives to master future challenges and thus
achieve technological breakthroughs.

|
Seite 7 % FraunhOfer
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Our Guiding Principles
Principles

® Through our research we contribute to the sustainable development of an ecologically
sound environment, and an economically successful and socially balanced world. We are
strongly committed to this responsibility.

® We promote a well-balanced combination of excellent research and application-oriented

development. This unique characteristic motivates us and achieves added value for our
partners.

B We understand our clients and know their challenges of tomorrow. Together we develop
integrated solutions for their long-term success.




Our Guiding Principles
Principles

B  We cooperate with the world's best in science and business. This strengthens our own
innovative capacity and that of the German and European economy.

B We emphasize the great variety and interdisciplinary cooperation of our institutes.
Faithful collaboration and team work promote synergies and enhance our performance.

®  Our success relies on the knowledge and enthusiasm of our employees for applied
research. Fraunhofer offers its staff excellent work conditions paired with a high degree
of autonomy.

~ Fraunhofer



Joseph von Fraunhofer (1787 — 1826)

Researcher

®m Discovery of the »Fraunhofer lines« in the solar spectrum
Inventor

B New methods for processing lenses

Entrepreneur

B Director and partner in a glassworks

~ Fraunhofer



The Fraunhofer-Gesellschaft at a Glance
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Finance volume

Contract Research

€2.6 billion

JAGELEETEELEEREE

€2.2 billion

The Fraunhofer-Gesellschaft undertakes applied research of direct utility to private and public
enterprise and of wide benefit to society.

Major infrastructure capital expenditure
and defense research

Almost 30%
is contributed by the German
federal and states Governments

More than 70%
is derived from contracts with
industry and from publicly

financed research projects.

2018
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Y} Joseph von Fraunhofer

& The Fraunhofer-
: ~ Gesellschaft

Discovery of the »Fraunhofer
lines« in the solar spectrum

New methods for processing
lenses

Director and partner in a
glassworks

Researcher

Inventor

Entrepreneur

Research and development
on behalf of industry and
state

mp3 music format,
white LED, high-resolution
thermal camera

Research volume:
approx. €2.5 billion annually
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Executive Board of the Fraunhofer-Gesellschaft

Prof. Dr.-Ing.
Reimund Neugebauer

President, Corporate Policy and
Research Management

Prof. Dr.
Alexander Kurz

Executive Vice President
Human Resources, Legal
Affairs and IP Management

Dipl.-oec.
Andreas Meuer

Executive Vice President
Controlling and Digital
Business Processes

Prof. Dr.
Ralf Boris Wehrspohn

Executive Vice President
Technology Marketing and
Business Models

\
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Structure of the Fraunhofer-Gesellschaft

appoints

Senate Executive Board ) advises Scientific and Technical

Advisory Board

1 elects Group Spokesman

Assembly of

members Q\ Presidential Council

. 72 Fraunhofer Institutes and
advises .
8 Groups: research units
Innovation Research Advisory Boards >

Information and Communication Technology
Life Sciences

Microelectronics

Light & Surfaces

Production

Materials and Components MATERIALS
Defense and Security VVS
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The Fraunhofer-Gesellschaft
Locations in Germany

B 72 institutes and research units

B 26,600 staff
B € 2.6 bn research volume

Main locations @
Other locations © Itzehoe
°

Rostock

@ Libeck

Stade

°
Bremerhaven  Hamburg

[=}
Oldenburg  ® Bremen

Wolfsburg
o
Hannover
@

®
Braunschweig
Lemgo ©

Miinster
Paderb:
Gelsenkirchen @' aderborn

Oberhausen ~ g  ©oSoest
@ Dortmund

°
Duisburg Schmallenberg ®
® Kassel

Goslaro

Gottingen
o

Willich o
Aachen @
Euskirchen ® 28onn
Wachtberg "
Remagen

Sankt Augustin
®

© GieBen

Frankfurt Hanau
@ o
Mainz oAlzenau
° ohschaffenburg
a
Darmstadt

Kaiserslautern Wiirzburg

Sulzbach ® o
LJ 5 Wertheim Fartho. i

St.Ingbert

Saarbn‘i:ken.
Karlsruhe @ @Pfinztal
Ettlingen® aEsinngen

Stuttgart

Augsburg
a

® Freiburg

WeBling o

©Kandern

Efringen- ©
Kirchen

limenau ®

Berlin

@ o o
Potsdam Teitow ~ Wildau
L]
Magdeburg
Cottbus
Halle Schwarz- o
Schkopau & heide
o ® Leipzig
Leuna
Dresden  Zittau
Jena Freib o
Efuto” ® @ relbedo
Hermsdorf ®
° Chemnitz

Zwickau

OCoburg © Minchberg

mberg oE ayreuth
o

o,
Erlangen Waischenfeld

o
Sulzbach-Rosenberg

Mannheim Nrnberg

Regensburg ©
0 Straubing

o
Deggendorf

ing
® Garching

Miinchen

Rosenheim

o
Holzkirchen Prien

\

Fraunhofer



Fraunhofer-Gesellschaft
Worldwide

A 8 Affiliates
m 16 Center

m 12 Project Center

= 10 ICON

B 6 Representative Offices + BRU
m 7 Senior Advisor

Santiago de Chil &éo Paulo

Stellenbosch

\
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Fraunhofer Subsidiaries and Centers Worldwide

A Fraunhofer Austria A Fraunhofer USA A Fraunhofer Chile
B Geschaftsbereich Produktions- und ® Fraunhofer Center for Coatings and Diamond ® Fraunhofer Center for Systems Biotechnology
Logistikmanagement, Wien Technologies CCD, East Lansing CSB, Santiago de Chile
m Geschaftsbereich Visual Computing, Graz B Fraunhofer Center for Experimental Software ® Fraunhofer Center for Solar Energy
Engineering CESE, College Park Technologies CSET, Santiago de Chile
i B Fraunhofer Center for Laser Applications CLA,
A I:r?;rl::g fz: II:::)'Vaation Engineeri Plymouth PP A Fraunhofer Singapore
gineering Center _ . . .
IEC, Bozen B Fraunhofer Center for Manufacturing ® Fraunhofer Center for Interactive Digital Media
’ Innovation CMI, Boston IDM, Singapur

B Fraunhofer Center for Molecular
Biotechnology CMB, Newark

B Fraunhofer Center for Sustainable Energy
Systems CSE, Boston

® Fraunhofer Center for Energy Innovation CEl,
A Fraunhofer Schweden Storrs

B Fraunhofer-Chalmers Research Center for
Industrial Mathematics FCC, Géteborg

A Fraunhofer Portugal
B Fraunhofer Center for Assistive Information
and Communication Solutions AICOS, Porto

A Fraunhofer UK

B Fraunhofer Centre for Applied Photonics CAP,
Glasgow

\
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‘.Giiteborg
A | Glasgow

AR
4.1 Bozen

A | Porto

Tochtergesellschaften
m  Center

" Graz

Fraunhofer Subsidiaries and Centers in Europe

Fraunhofer Austria Research

B Geschéftsbereich Produktions- und
Logistikmanagement, Wien

B Geschéftsbereich Visual Computing, Graz

Fraunhofer Italia Research
B Fraunhofer Innovation Engineering Center
IEC, Bozen

Fraunhofer Portugal Research
[ | Fraunhofer Center for Assistive Information
and Communication Solutions AICOS, Porto

Fraunhofer Chalmers Centrum
B Fraunhofer Chalmers Research Center for
Industrial Mathematics FCC, Goéteborg

Fraunhofer UK Research
B Fraunhofer Centre for Applied Photonics CAP,
Glasgow

\
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Fraunhofer Groups
Pooling expertise

Institutes working in related subject areas cooperate in Fraunhofer Groups and foster a joint presence on the
R&D market. They help to define the Fraunhofer-Gesellschaft’s business policy and act to implement the
organizational and funding principles of the Fraunhofer model.

M Innovation Research ® Microelectronics

B [nformation and Communication Technology B Production

m Life Sciences m Defense and Security

® Light & Surfaces m Materials and Components — MATERIALS

|
Seite 19 % FraunhOfer
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Fraunhofer Groups

Innovation Research
IAO, IMW, INT, IRB, ISI

Information and Communication

Technology

AISEC, ESK, FIT, FKIE, FOKUS, IAIS, IDMT, IESE, IGD, IOSB,
ISST, ITWM, IVI, MEVIS, SCAI, SIT

Guests: HHI, IAO, IEE, IEM, IIS

Life Sciences
EMB, IBMT, IGB, IME, ITEM, IVV, IZI

Light & Surfaces

FEP, ILT, IOF, IPM, IST, IWS

Microelectronics

EMFT, ENAS, FHR, HHI, IAF, IIS, ISB, IMS, IPMS, ISIT, IZM
Guests: AISEC, ESK, FOKUS, IMWS, IZFP

Production
IAPT, IEM, IFF, IGCV, IGP, IML, IPA, IPK, IPT, IWU, UMSICHT

Defense and Security

EMI, FHR, FKIE, IAF, ICT, INT, IOSB
Guests: IESE, IS, LBF

Materials and Components —
MATERIALS

EMI, IAP, IBP, ICT, IEE, IFAM, IKTS, IMM, IMWS, ISC, ISE, IWES,
IWKS, IWM, IZFP, LBF, WKI
Guests: IGB, IIS, ISI, ITWM

\
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Fraunhofer Alliances
Pooling expertise

The Fraunhofer Alliances facilitate customer access to the services and research results of the Fraunhofer-

Gesellschaft. Common points of contact for groups of institutes active in related fields provide expert
advice on complex issues and coordinate the development of appropriate solutions.

& & Adaptronics

f Cleaning Technology f Simulation

%4 Additive Manufacturing CIoud Computing

=

l ::f’ AdvanCer * Digital Media

. Energy

Food Chain Management

Lightweight Structures B water systems (Syswasser)
Big Data HI Nanotechnology
- Building Innovation Polymer Surfaces

\
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Financial volume of the Fraunhofer-Gesellschaft
2013 - 2018 in Mi €

2551

= Major infrastructure capital
expenditure

m Defense research

m Contract research

2013 2014 2015 2016 2017 2018

\
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Revenues from Fraunhofer-Gesellschaft in Contract Research
2013 - 2018 in Mi €

2168

1992

Other income

1661 1716

European Commission
= Federal and countries goverments

® [ndustrial revenue

Base funding

2013 2014 2015 2016 2017 2018
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Fraunhofer Groups
Expenses and income in the performance area Contract research 2018 Mi €

462

MATERIALS

223

444
Mikroelektronik

287
Produktion

249

IUK-Technologie ® Total expenditure

Life Sciences ® Public revenue

Light & Surfaces ® Industrial revenue

INNOVATION

17

0 50 100 150 200 250 300 350 400 450 500
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Cooperation with international clients and partners: Revenue from
2013 - 2018 in Mi €*

292
274 2t
262
247

m Asia
North and South America
Non-EU-Countries in Europe

= European Countries 83
m European Commision 106 105 106 91
* Without revenues from daugther companies abroad
—
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External financing shares in contract research
2013 - 20181

(4,3%

71,8% 72,9% 72,5% 0
— 4.\70,:0 %o

—— Project financing (total)

—&—Order Financing (Economy)

36,5% 36,9% 36,5% Sles 37.0% 34:9% ——Project funding of the Federal Government and the
= — = " B — Countries
0,
53.1% 23.9% 534% 25,1% 27.0% 25,50% Project financing European Commission
— B -— —— "
5.99 6.29 5.99 5.89 A
RS : vs9e RS 4,8% 4,30%
2013 2014 2015 2016 2017 2018

1 Shares in the financing of the operating budget, including depreciation on investments (without facilities under construction, without change in reserves).
2 This portion of the other project financing of 6.7 percent (previous year: 5.9 percent).

\
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Fraunhofer fields of research

Health and Environment

Communication and Knowledge

Production and Supply of Services

(s

&

Mobility and Transport

Energy and Resources

Security and Protection

\
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Fraunhofer as a preferred employer

Universum Study university students 2018

Natural Sciences Engineering sciences IT/Informatics
1. Max-Planck-Gesellschaft 1. Porsche 1. Google

2. Bayer 2. Audi 2. Microsoft

3. Fraunhofer-Gesellschaft 3. Daimer/Mercedes-Benz 3. Apple

4. BASF 4. BMW Group 4. SAP

5. Merck 5.Siemens 5. BMW Group

6. Novartis Pharma 6. Bosch 6. Audi

7. Roche 7. Airbus 7. Porsche

8. DLR (Zentrum fiir Luft- & Raumfahrt) 8. Vokswagen 8. Amazon

9. Boehringer Ingelheim Pharma

9. Lufthansa Technik

9. Daimer/Mercedes-Benz

10. Bundesinstitut fir Risikobewertung

10. Google

10. Facebook

11. Porsche 11. DLR (Zentrum fir Luft- & Raumfahrt)
12. Audi 12. Fraunhofer-Gesellschaft 19. Fraunhofer-Gesellschaft
Seite 28 =
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Human Resources

26648 | Bl & J /
23786 24084 24458 g = ' k ﬁ‘
— —

P2

LR[S PR | R
2014 2015 2016 2017 2018
Mitarbeiterinnen und Mitarbeiter 23786 24084 24458 25327 26648
M Scientific, technical and administrative staff 16687 17078 17332 17965 18913
Students 6619 6554 6654 6888 7225
B Apprentices 480 452 472 474 510

=
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Support for spin-offs from Fraunhofer Venture

Services

Central point of contact for all Fraunhofer Institutes and founders in
questions of business or law

Analysis of proposals for founding new companies and help in
developing budgets and business plans, as well as in setting up
contracts

Two internal funding programs, Fraunhofer Fosters
Entrepreneurship (FFE) and Fraunhofer Fosters Management
(FEM), amounting to around 2 million euros a year

Network of financing partners
Management of all Fraunhofer equity investments

Establishment of a spirit of entrepreneurship at the Fraunhofer
Institutes through
FFI — Fraunhofer Fosters Innovation

Future
Chemistry

Bie
22 Gate
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Growth in inventions and patents

2013 2014 2015 2016 2017 2018
Active patent families at year end* 6407 6625 6573 6762 6695 6874
Invention disclosures reports per year 733 736 670 798 756 734
Patent applications per year 603 563 506 608 602 612
Brands (New registrations) 55 55 56 48 42 47
* Portfolio of active rights (patents and utility models) and patent applications at year end.
- 2017: Fraunhofer
w | Pakent. e Makaart 17th place of the most active patent applicants and
8th place among the most active trademark applicants at the DPMA
2018: Fraunhofer is one of the 100 largest applicants at the European Patent
Office (rank 44)
2018: According to a study by the international group Clarivate Analytics,
Fraunhofer is one of the »Top 100 Global Innovators«.
(3 other German companies: BASF, Bayer, Merck)
—
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CORPORATE IT SERVICES AT FRAUNHOFER

® About Fraunhofer
M Corporate IT Services at Fraunhofer

®  Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
® Public Cloud Services — the way to a hybrid cloud
Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud

Conclusion / Lessons learned

\
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Corporate IT Services at Fraunhofer
Portfolio

Infrastructure Communication

==y

Methods Knowledge
" g =

aRiLY
B E-Mail and
Messaging

"4y
B Expert Information ®m Cloud Services

(Private — Public)

B ERP-System

® Digital Business B Publications

| ® Groupware
Processes m Patent Management DataCenter p
®m CRM B Networks and CNS B Voice and Video
: Communication
B Big Data B Standard Software,

License Mgmt.

Security

B Information Security

B |dentity & Access
Management

B Public Key
Infrastructure

B Date Governance

\
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FRAUNHOFER PRIVATE CLOUD

B About Fraunhofer

@ Corporate IT Services at Fraunhofer
® Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
# Public Cloud Services — the way to a hybrid cloud
Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud

Conclusion / Lessons learned

\
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Fraunhofer Private Cloud
Motivation

» -

\’\ﬂ Automation and Agility

High level of automation increases agility and
reduces delivery time of IT resources
Transparency

Full information about resource usage
increases transparency

Flexibility

Scalability increases flexibility and efficiency

High availability

Redundancy increases availability
of IT Services

Cost reduction

Economies of scale allow
cost optimization

Sustainability

High utilization of few locations
increases sustainability

\
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Fraunhofer Private Cloud

Portfolio

laaS-Cloud - Virtual Data Center
B Infrastructure-as-a-Service Cloud
B Self-Service for VMs, Network, IPs, ...

Object Storage - S3
® Obiject storage with S3 and Swift interface
B High available and geo-redundant

OwnCloud - Sync & Share
M Share data with intern and extern partners

M Syncronize between devices

\
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Fraunhofer Private Cloud - Infrastructure as a service
Service depth

Applications and Services available
on the internet (loT,
big data, machine learning, etc.)

Software as a Service

Operating system,
programming environment and
runtime platform (.NET, Java..) for - Fraunhofer

applications. Platform as a Service laaS Cloud

Virtuelle machines (CPU, RAM),
Storage, Network...on demand

\
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Fraunhofer Private Cloud - Infrastructure as a service
Facts and figures

Technical Information

m CloudStack orchestration (Accelerite), VMWare & KVM hypervisor
m 2 Fraunhofer locations (on prem), Fraunhofer operated systems

B GUIl and REST interface, VPC provisioned within ~3 minutes
Utilization

B ~1100 running VMs, ~350 virtual networks

Current size

m 1324 CPU cores, ~19 TByte RAM, ~500 TByte data

Pricing & billing

M Pay per use, full transparency, ...and yes, Amazon’s cheaper — but we are close
Productive since mid 2015

\
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Fraunhofer Private Cloud — Infrastructure as a service
Lessons learned

Organization
Fast purchasing processes required

More generalists needed in services teams,
less specialists

Private cloud does not (significantly) reduce cost, but
it increases quality

Migration (from traditional infrastructure)
No lift-and-shift-migration

Migration as chance for cloudification of services

Users
Users get more possibilities and responsibilities
Training and onboarding required

Fast growing adaption of Cloud-Features
(e.g. automation, instant availability)

Adaption
Scientists understand cloud as opportunity

IT teams of institutes sometimes are more cautious

\
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Fraunhofer Private Cloud — Infrastructure as a service

Basic parameters

2 locations

O,

1324 CPU Cores

~500 Tbyte data

VMWare & KVM hypervisor

(0

.
T

OLO0

L

~1100 running VMs

~350 virtual networks

~19 TByte RAM

CloudStack orchestration

\
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Fraunhofer Private Cloud - laaS

Benutzer

Virtuelles Rechenzentrum

[ VM Operationen ] [ Konsole ] [Netzwerl?ltloplg)lguratlon] [ VM Anpassung ]
[ starten | Firewall [ v ]
¢ neu starten Routing + 1024 GB RAM
X stoppen | Load Balancing \v/

M 5 VPN  4xvCPU
zerstoren (4] [ L }
IZ anlegen
snapshot
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X (@] Accelerite - CloudPortal

raunhofer.de/f alfsubs . o o

Fraunhofer Private Cloud — laaS
P o rtal [— Cattog | Suppon ciuarszn | crtanta.. -

lerite - iPortal Busir
X @ Accelerite - CloudPortal Bus CloudPlatiorm Fraunhofer =

fraunhofer.d 0 f De & = 9

Select required components:

M Instanz (2x1995Mhz, 4096MB) Your Selections
Catalog Support €102,725.29 | Christian Nie Configure and Subscribe: Bundis
MVM

Compute Zone
To add name of the compute instance you wish to launch, please use the following: Enterprise_intemat_Bi

Template
1. Host Nam {optional) Display Name (cptional) Group Name (optional) Ubunibu18.04 blonic master
BUILD-47876

ZV Cloud Team Test

Al Services GCloudPlatform Fraunhofer

Hypervisor
Viware

&2 Instances | votumes Snapshots () 1P Addresses

Compute Offering
Raot Disk (Size) M Instanz (2x1995Mhz, 4096MB)
Your computn bund a standard 10,00 GB of oot veluma. You can modlfy I by canfiguring a different disk size. You Networks
@ disk size using below siider or & Tostampty
cninsdcalc-new-4 RoolDiskSize 1p  GB Root Disk Size
1068

cni-ns3calc-now-4
172.16.1.118

IP Address 172.16.1.116

cni-srv-3xl-sci
1098 One-time Charges

Status ® Stopped

mkotest Subscription Activation

Disk Volume (Disk Offering)

eni-ns3cale-now-3
172161142

compute bundie comes standard with a 10.00 GB rool volume. You can add additianal data volumes at an addilional charge.
You can sslact from one of tha fallowing data volumes. Utility Charges
Datats, Ehokimes: | Spapshots jitice || Sctacietion urces you have selected are likely to
sv-templatetest-9 nal usage that wi god

172.264.57 Edit VM

© o, thanks

Custom Capacity: 1 GB M instanz

eni-ns3cale-new-1 (-] 8a572666-de69-4737-b0cb-3b205e18ddéc Charged at €1.80 / Compute-Days

TRMR Custom Performance: 1 GB ey
Charged at €0.11 / GB-Months

isplay Name ni-ne3calc-new-4

sv-win2019.5 Display Na cai-nsdcalc-new

172.26.4.103

ates tabie for a compists st of
Networks ; i

nd the o

r— Group. Your compute s will be eonnacted by default to the following networks:

10.0.0.36 Zone Enterprise_intemet_Bi Testempty

cni-ns3calc-new-2 2.168.100.0:26 % Important Notice

17216.4.124 Template debiang.4 stretch user; cloud created:
2016-06-18 build: 1846 Please review the Acoeptable Use Policy, in

o sstomer Agreement, that describes

eni-dev-pub-natw ur
prohibited uses of the services we offer.

o
o
o
o
[
o
o
o
s
o

o tint eni-der b-netw

192.168.100.101 Compute Details L instanz(4 x 1.995 GHz CPU | 4 GB RAM) e

Kic-tler2 Check hers to Indicats that you have read and
agres. 1o the terms and conditons of ou
Customer Agreement.

Hypervisor VMware
Account chra5333@zvcloudteamtest

Kic-tior1 Sub-Total €0.00

Domain AA000105 Tax €0.00

Created 28 Aug 2019 22:23:25
the following: Total €0.00

HA Enabled No.

enlutavanih.nety
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Fraunhofer Private Cloud — laaS

Virtual Private Cloud (VPC)

A

Ifj Internet k
\K/-J

153.97.180.44

B Nutzer kdnnen Multi-Tier Netzstrukturen
in der Cloud aufbauen

Z.B. Datenbank-Tier, Frontend-Tier
und Backend-Tier

) veR
Zugriffssteuerung zwischen Netzen /
Bereitstellungszeit flr Nutzer im Self- _ ’

Service in ca. 3 Minuten

—
—_—

172.26.4.0/24 172.26.8.0/24

\
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Fraunhofer Private Cloud - laaS
Automatisierung

® Fraunhofer Private Cloud bietet
grafischen Nutzerschnittstelle
REST-basierte Programmierschnittstelle
®  Ermoglich
Programmierbare Infrastrukturen (Infrastruktur-as-Code)
Umfangreiche Automatisierung
Hohe Dynamik

Nutzungen von gangigen Tools, z.B. Ansible, Terraform, etc.

m Kontinuierlich steigende Nutzung der APl zu erkennen

Fraunhofer
Private Cloud

\
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Fraunhofer Private Cloud - laaS
Transparente Kosten

B Kosten fur Fraunhofer Institute sind
transparent,
im Voraus klar,

kénnen dediziert bei Projekten

Z Fraunhofer

Institut: IWES

laaS Cloud Report fiir Januar 2016

Ubersicht

Datum: 05.02.2016

Fragen zum Service?
http://s.thg.defiaas-cloud

Oder Gber den Servicedesk:

Telefon: +49 2241 [ 14-1414

Telefax: +49 2241/ 14-2019

E-Mail: servicedesk@fraunhofer.de
Web: https:/iservicedesk fraunhofer.de

Fragen zum Report?
http:/fs.thg.defiaas-cloud-report-beispiel

Detailiibersicht

. 05.02.2016
eingeplant werden. P
Account Master User: Jens Rabe
IWES-Test1 Jens R (Projekt-) Kostenverrechungsstelle: 0815
. Ab reC h n u n f bl Gesamt Produkt Nutzung Einheit Betrag €
g re S S O u rC e n g e n a u u r CloudPlatformFhG_ISO 224 Byte-Hours 0.22
CloudPlatformFhG_IP_ADDRESS 335 1P-Hours 16.77
CloudPlatformFhG_NETWORK_BYTES_RECEIVED 57.05 Bytes 0.00
C O m p U t e ( C P U/ RA M ) CloudPlatformFhG_NETWORK_BYTES_SENT 5.36 Bytes 0.00
root-volume 105.78 Byte-Hours 2327
data-volume 430.96 Byte-Hours 94.81
snapshot-volume 3.19 Byte-Hours 0.32
Storage
S_Instanz 4.40 Compute-Hours 8.14
M_instanz 3.10 Gompute-Hours 11.47
N e‘tz L_Instanz 8.79 Compute-Hours 38.67
XL_lnstanz 22,04 Compute-Hours 163.06
CloudPlatformFhG_IP_ADDRESS 2.00 1P-Hours 10.00
CloudPlatformFhG_NETWORK_BYTES_RECEIVED 0.00 Bytes 0.00
CloudPlatiormFhG_NETWORK_BYTES_SENT 0.00 Bytes 0.00
root-volume 10.00 Byte-Hours 220
data-volume 1800.00 Byte-Hours 396.00
snapshot-volume 053 Byte-Hours 0.05
XS_Instanz 31.00 Compute-Hours 34.10
Gesamt 874.55
——
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Fraunhofer Private Cloud — Sync and Share
OwnCloud

Sync & Share Service for Fraunhofer employees
Synchronize Files between multiple devices
Share Files with internal and external partners
On Premises, operated by Fraunhofer

No quotas for users

Integrated with ldentity & Access Management

Productive since 2014
Started with OpentText »Tempo Box«

Migration to OwnCloud in Q4/2018
(Share by link!)

\
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Fraunhofer Private Cloud

B Object based
" Access by object id
“ Meta data is added
m Data available worldwide
“ HTTP-(S3)-interface
m  Optimized for
“  scalability
“ Large amount of unstructured data
“ Access by systems and applications, not people
B Productive since 2013

\

Seite 47 ~ Fraunhofer
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Fraunhofer Cloudspeicher
Architecture

Architecture
B NetApp StorageGrid system with 500 TByte

B Data stored geo redundant
(Munich and Birlinghoven / Bonn)

B High available architecture

B On Prem, now operated in-house (since Q1/2019)
Typical use cases

B Backup, sensor data, media management
Lessons learned

B Support for S3 storage growing slowly and
used to be buggy in the beginning

B Adaption slower than expected

B »Pay as you go« important for acceptance

Load Balancer /
SSL Qffload

Storage Nodes
Birlinghoven

GlobalSite
LoadBalancing

Load Balancer /
SSL Qffload

Storage Nodes
Miinchen

\
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PUBLIC CLOUD SERVICES
The Way to a Hybrid Cloud

#  About Fraunhofer
Corporate IT Services at Fraunhofer

% Fraunhofer Private Cloud

Infrastructure as a Service
Sync and Share
S3 Storage
® Public Cloud Services — the way to a hybrid cloud
Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud

# Conclusion / Lessons learned

\
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Private or Public Cloud?
Strength and weaknesses of different operating models

Innovation

ignty

Vendor independence

Aut

Speed of delivery of s

Standardiz

Cost reduction Operating
I | , model
Traditional Private Cloud Public Clouds Multi Public Clouds

Seite 50

e ~ Fraunhofer
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Fraunhofer Hybrid Cloud Services

Hybrid Cloud

Fully integrating private and public cloud services

Procurement & billing Q,QQ’
|dentity Management

Security Assessment & Guidelines \

Working Agreement Public Cloud Services

Providing AWS und Azure services Q

Knowledge building and transfer . _
(low level of integration) ,LQ

Microsoft Azure

Private Cloud

Providing cloud services for institutes
and corporate IT services

Fraunhofer Private

Cloud

Ry

Seite 51 ~ Fraunhofer

© Fraunhofer

\



Fraunhofer Private Cloud
Benutzergruppen

B IT-Infrastruktur zur
Realisierung von Projekte

® Anforderungen:

Schnelle Bereitstellung
von Ressourcen

Self-Service
Einfache Nutzung

Zuverlassige Trennung
von Mandaten

B [nfrastruktur far Institut
oder Projekte

® Anforderungen:
Kostentransparenz

Integration in
Institutsnetzwerke

B [nfrastruktur fUr zentrale
Dienste

® Anforderungen:
Hohe Verflgbarkeit
Hohe Flexibilitat

GroB3e
Ressourcenpools

APls

\
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ESTABLISHING OFFICE 365 AT FRAUNHOFER
Software-as-a-Service in the public cloud

About Fraunhofer
Corporate IT Services at Fraunhofer

Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
® Public Cloud Services — the way to a hybrid cloud
B Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud

B Conclusion / Lessons learned

\
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Office 365 — Motivation
New Tools for a new Ways of Collaboration

Baby Boomer Generation X Millennial Generation £

(19461964 965-1579 |SRO- 1947 (1858-4020

In Person Meeting

Virtual Online Meeting (No Video) '

Virtual Online Meeting (Video)
Outlook Email .
learn Workspaces
Instant Messacge (IM) ‘
Enterprise Social Networking

Persistent Chat

w
» »® O
v b G0 0 o v O @

Comversational Lser Interfaces

. Always prefer J Mastly prefer . Sarmewhal prefer B O asionally prefer Ca not prefer
Panpicamil

i -':'-'\l'l'"l-.'ﬂ'.il-‘ F'E"El':'n.'lll.’-. Vel MBgdire [hi MNe sredilan of Worksrg Praciics Harrman bl AN 48 Work, DY Sty on Lesrerabior| Shilt:
54
© Fraunhofer

Quelle: https://www.avanade.com/en/blogs/avanade-insights/collaboration/microsoft-teams-supercharges-collaboration-for-millennials-to-boomers



(__)ffice 365 bei Fraunhofer
Ubersicht zum Produktumfang

klassisch

Office 365

Office Applications
Office Pro Plus for PC / Mac

only »click-to-run-installation «
(also for MS Project and Visio)

additionally: Online and mobile devices
Home use option (5+5+5)

Online Services
Exchange online

MS Teams

SharePoint and OneDrive

© Fraunhofer
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Office 365 at Fraunhofer
Status Quo and next steps

v

1st go live

Office Apps
Exchange

SharePoint

SharePoint

reparation Rapid Enablement Implementing comprehensive services

®m Coordination within B Providing O365 with B Providing fully functional, highly integrated services
Fraunhofer »Qut-of-the-Box«-Features m Broad use of Exchange Online
® Procurement B Base infrastructure ® Self services and automation
B Building project B Data trustee Fraunhofer / ,
o : B Full user support and operations
organization Security assessment
- = " :
B Defining goals and ® Minimal Ops and support reliene Eeeiup feristls Mo alove)
= Ri .
procedures B Target group: early adoptors Risk management and exit strategy
B Replacing on prem systems

\
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CONCLUSION / LESSONS LEARNED

® About Fraunhofer
Corporate IT Services at Fraunhofer

Fraunhofer Private Cloud
Infrastructure as a Service
Sync and Share
S3 Storage
# Public Cloud Services — the way to a hybrid cloud

® Establishing Office 365 at Fraunhofer — Software as a Service in the public cloud
B Conclusion / Lessons learned

\
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Lessons Learned

® Maturity of cloud solutions lower than promised (and perceived)
Private cloud as well as public cloud
B Extensive (and still ongoing) debate to find Fraunhofer’s position about public cloud services
Caveats: (Data) autonomy, vendor dependency, information security and untrustworthy presidents
Highly dynamic, hard to keep up to date
Using private cloud services (in a compliant way) still feels like pioneering work
Risk assessment / new risks (--> exit strategy more relevant)
Legal questions (eg. GDPR vs. Cloud Act)
Long discussions with workers’ council / works agreement
Challenging purchasing procedures / contract management

\
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BACKUP

\
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Fraunhofer Cloudspeicher
Objekt- vs. Dateispeicher

Objekt-basiert Datei-basiert
(“Parkservice”) (“Parkhaus”)

B Ticket 53 B Garage 1 Ebene 4 Reihe N Stellplatz 53

®  Object UID 53 B /auto/garagel/ebened/reihen/stellplatz53.file

\
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Fraunhofer Cloudspeicher
Objekt- vs. Dateispeicher

Objekt-basiert

Skalierbarkeit
Site-Ubergreifende Zugriffe
Single Namespace

Geeignet fir:
- groBe Mengen (unstrukturierter) Daten
- maschinengenerierte Daten

Datei-basiert

Hierarchie (Ordner und Dateinamen)
Granulare Zugriffsreche
High-Performance
Multi-User-Access / Locking

Geeignet fir:
- Home- und Gruppenlaufwerke
- ,menschengenerierte“ Daten

Seite 61

© Fraunhofer
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Fraunhofer Cloud Speicher
Anwendungsfall Backup

VM| VM| VM| VM || VM |

Hypervisor
\/ m

Backup
Software

>
i

»
- \//
bV

>
S speichern

S
.

Storage
Gateway

speichern

Fraunhofer Cloud-Speicher

\
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Fraunhofer Cloud Speicher
Anwendungsfall Dateiverteilung

@ | Software-Depot |
Windows.iso ey

Download Link |

@ _ @l Webserver |
. : . . a

Fraunhofer Cloud-Speicher

\
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Fraunhofer Private Cloud - laaS

Ruckblick: Transformation der Datacenter-Architektur

Silo

Portal

Fraunhofer Private Cloud

© Fraunhofer

\

~ Fraunhofer



Fraunhofer Private Cloud — laaS
Technischer Aufbau

&

User

[ CloudPortal Business Manager ]
[ CloudPlatform ]
Cloud orchestration )

|— N N\ N\ '
| : (wi] [wa] (i) (v (wa) || (] () (wa) (wa) (wa] [ (wa) (wa] (wa] [wa] [wm]
: o I Hypervisor Hypervisor ( Hvnervicnr
|2 : vmware vmware AKVM
1 8 )
| 8 : Compute Network Storage Compute Network Storage Compute Network Storage

[ar]
Ic/)| afean]n, afea] “ afean]n, afea] “ afean]n, afea]n local SSD
| ' cisco cisco NetApp cisco cisco NetApp cisco cisco
| I\

|
| it Flexpod Birlinghoven JL Flexpod Munich JL CWL Munich
—
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Fraunhofer Private Cloud — laaS*

Preise

Virtuelle Maschinen

Instanz-Typ Virtuelle Kerne m Preis pro Tag
1 1 (€

XS VM € 0,65
S VM 1 2 €0,90
M VM 2 4 €1,80
L VM 4 4
XL VM 4 8
XXL VM 8 16
3XL VM 8 32
4 XL VM 8 64
4 XL_R VM 4 64
5 XL VM 24 120

20,15/Monat)

27,90/Monat)

55,80/Monat)

€2,50
(€ 77,50/Monat)

€ 3,60
(€ 111,60/Monat)

€7,20
(€ 223,20/Monat)

€ 12,00
(€ 372,00/Monat)

€ 24,00
(€ 744,00/Monat)

€ 23,00
(€ 713,00/Monat)

€ 50,00
(€ 600,00/Monat)

(€

(€

Storage
Storage-Typ Preis pro GB/Monat
Performance (SSD/SAS) €0,11
Capacity (SATA) € 0,05
Snapshots € 0,05
Template/ISO € 0,05
Netzwerk
|| PreispoMonat |
1 x Public-IP-Adresse € 2,00

Netzverkehr eingehend -

Netzverkehr ausgehen -

B Es wird minutengenau abgerechnet.

® MS Windows Lizenzen inkludiert

\
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Speicherdienste: Technische Sicht

«‘.),
ownloy

@

A

®  Produkt:
NetApp Storage Grid

Kapazitat: 2x250TByte

Geo-redundanter Speicher
(Birlinghoven+MUunchen)

B Schnittstelle: S3 / Swift

A

Storage Birlinghoven:
1 RZ

Produkt: NetApp FAS
Kapazitat: 285TByte
Schnittstelle: NFS / VMWare

Storage Miinchen:
2 RZs - Storage Redundanz

Produkt: NetApp FAS
Kapazitat: 300TByte
Schnittstelle: NFS / VMWare

\
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Kostenvergleich FCS Virtuelles Datacenter vs AWS (2 CPU, 4 GB RAM)

/ AWS \ / FCS Virtuelles Datacenter \

Kosten pro Monat Kosten pro Monat
Elastic IP (erste inkl.) inkl. IP-Adresse 200 €
50 GB Data Transfer In/Out inkl. 50 GB Netzwerk-Traffic inkl.
100 GB EBS Snapshots 574 € 100 GB Snapshots 5,00 €
100 GB EBS Storage 12,64 € < 100 GB Storage 11,00 €

60,74 €* 73,80 €

1 x AWS EC2 t2.medium A 21% RS el nand)

,on demand”

AWS Basic Support inkl. FCS Virtuelles Datacenter inkl.

*+ gof. zusatzliche Kosten, abhéngig von der gewahlten Support Variante
(Development, Business, Enterprise)

\
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Kostenvergleich FCS Virtuelles Datacenter vs AWS (8 CPU, 32 GB RAM)

AWS

4 N

Kosten pro Monat

Elastic IP (erste inkl.) inkl.

50 GB Data Transfer In/Out inkl.
100 GB EBS Snapshots 574 €
100 GB EBS Storage 12,64 €

357,38 €*

1 x AWS EC2 t2.2.xlarge_,on
demand*

AWS Basic Support inkl.

o /

*+ gof. zusatzliche Kosten, abhéngig von der gewahlten Support Variante
(Development, Business, Enterprise)

A 10%

/ FCS Virtuelles Datacenter \

Kosten pro Monat

IP-Adresse 200€

50 GB Netzwerk-Traffic inkl.
100 GB Snapshots 5.00 €
100 GB Storage 11,00 €

390,00 €

1 x 3XL VM ,,on demand*

FCS Virtuelles Datacenter inkl.

Support

/

\
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JORGE CHAM © 2013

Should you ask a Question

during Seminar?

| v

Do you actually HAVE No g:;n\;“;o Yes
a question? show off?
Yes

Are you sure it’s not a dumb be
question or that the speaker | Mavbe

already answered it?
v
Are you
I den’t Trying fo |- Yes
think so... show of 2 | |
No |
v
Do you really need to ask the Proceed with
question in public or could you caution.
follow up with him/her later?
Doesn’t
matter.

Are you the Seminar organizer Thank God,
asking a question because noone | Yes |  Please ask the
else is and the awkward silence is question and let's
making everyone uncomfortable? get out of here!

No

0k, you have a legitimate
question. Do you actuall

care about the answer? | | Nof really, |
i Just want fo
i i show off.
Yes! |

v ¥
FINE, ASK YOUR QUESTION. |

WWW.PHDCOMICS.COM

\
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Graphische Elemente
Kasten, Pfeile, Verbindungen und Linien (Auswahl)

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Folgende Elemente kdnnen hier per Rechtsklick kopiert und an gewtinschter Stelle in der neuen Prasentation

per Rechtsklick wieder eingesetzt werden:

Kasten gefillt AL L 4 Pfeile und Verbindungen
m Grau

B Fraunhofer-Griin

.......... ‘»AV

Kasten mit Outline | o mmmmeeee Linien

B Fraunhofer-Griin B Fraunhofer-Grln, bis

B Linienstarke je nach Gréf3e 0.75, —

0.75 pt auch Schwarz
1.5, 3 pt B Linienstarke gestrichelt:
B Je groBer der Kasten, desto 0.75 pt
starker die Linie B Linienstarke durchgezogen: 0.75, 1.5, 3
und 4.5 pt

\
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Schrift
Schriftschnitt, GroBe, Anwendung

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Die Vorlage verwendet die Schrift »Frutiger LT Com «
in den Schriftschitten 55 und 65.

Die folgenden Varianten sind maoglich:

® Haupttberschrift:
32, 28 und 24 Punkt

Hau ptl'j berschrift ® Zwischeniiberschriften:
28 und 24 Punkt

Zwischenuberschrift = Standardtext:

18 Punkt
Standardtext ®  Graphiken und Bilder:
Graphiken und Bilder 18 und 14 Punkt

\
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Diagramme/Tabellen
Hinweise zur Gestaltung/zum Umgang

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Beispiele fur Balken-, Linien- und Tortendiagramme.
Diese sind bearbeitbar und per Rechtsklick kopier- und einfligbar.

Hintergrundflache/Linien:

Tabellen, Graphiken und Diagramme werden mit einer hell gerasterten Farbflache unterlegt. Erlaubt sind
Hellgelb, Hellblau und Hellgrau; siehe unter Farben

Gitternetzlinien sind schwarz, gestrichelt und 0,75 pt stark. Es gibt entweder ein waagerechtes oder ein
senkrechtes Gitternetz (je nach Diagramm)

\
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Diagramme/Tabellen
Hinweise zur Gestaltung/zum Umgang

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Diagrammfarben:

B Moglichst nur eine der definierten Graphikfarben aus der Farbpalette verwenden; zur Differenzierung
Abstufungen aus dieser gewahlten Farbe nutzen

Generelle Verwendung:

B Moglichst Balken- und Liniendiagramme verwenden;
Tortendiagramme sind moglich, sollten aber die Ausnahme bleiben

® Die Diagramme wurden so gestaltet, dass diese einfach mit Excel erstellt werden konnen

\
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Diagramme/Tabellen
Balkendiagramm

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Diese Diagramme/Tabellen sind bearbeitbar und per Rechtsklick kopier- und & (Strg) -

einflgbar. Wenn sich dabei Farben/Formatierung &ndern sollten, einfach 2'“2;9"“;“*"

auf das kleine »(Strg)«-Feld klicken und unter »Einfligeoptionen > i

UrSprung“Che Formatlerung belbehalten« Wé.hlen. l Ursprungliche Formatierlung beibehalten und Arbeitsmappe einbetten (U]]
Balkendiagramm Balkendiagramm

X
X
X
X i
0 1 2 3 4 5
"Waaa
= bbb
Ccc
=
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Diagramme/Tabellen
Liniendiagramm, Tortendiagramm

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Diese Diagramme/Tabellen sind bearbeitbar und per Rechtsklick kopier- und & (Strg) -
einfigbar. Wenn sich dabei Farben/Formatierung andern sollten, einfach o
auf das kleine »(Strg)«-Feld klicken und unter »Einfligeoptionen > = (e L
Ursprung'IChe Formatlerung belbehalten« Wé.hlen. IUrsprungliche Formatierung beibehalten und Arbeitsmappe einbetten (U)
Liniendiagramm Tortendiagramm
12 s
c:10%
L rrT R N
8 ____________________________________________________________________________
6
4
2 a: 50%
0
X X X X X X X X
...................................................................... b: 40%
— aaa
— bbb
cce

\
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Diagramme/Tabellen

Tabellen

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Diese Tabelle ist bearbeitbar und per Rechtsklick kopier- und einflgbar. & (Strg) -

Wenn sich dabei Farben/Formatierung andern sollten, einfach S pgEoptionen:

auf das kleine »(Strg)«-Feld klicken und unter »Einfligeoptionen > 1 L

Urspringliche Formatierung beibehalten« wahlen. |somnatoos Eommatieging atetalen ind Abaismanns siohersen B
Tabelle
Lorem ipsum dolor Sit amet consetetur
At vero et justo Magna aliquyam 123
Eos et accusam No sea 456
Duo dolores At vero et justo 789
Stet clita kasd Labore et dolore 123
Gubergren Lorem ipsum dolor 456
No sea Eos et accusam 123
Labore et dolore Gubergren 456
Total: 2.526

\
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Diagramme
Technische Hinweise (nur fur Office 2010)

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Im Gegensatz zu Office 2003 kann das Diagramm direkt bearbeitet werden, ohne zwischen Bearbeitungs- und
Realmodus zu wechseln. Durch Rechtsklick auf das Diagramm:

® »Daten bearbeiten«: Werte und Beschriftungen in Excel-Liste andern
B »Diagrammbereich formatieren«: Hintergrundflache des Diagramms andern

Balken-/Linien-/Tortenflachen direkt anklicken, dann Rechtsklick:
m »Datenbeschriftung formatieren«: Eigenschaften der Beschriftung andern

m »Datenreihen formatieren«: Eigenschaften der Flachen andern
(u. a. kann man hier unter »Reihenoptionen« auch die Balkenbreite durch Erh6hung oder Reduktion der
Abstandsbreite verandern)

\
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Tabellen
Technische Hinweise (nur fur Office 2010)

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Durch Ziehen des Mauszeigers konnen einzelne Zellen der Tabelle markiert oder durch Klicken auf den Rand
der kompletten Tabelle kann alles markiert und durch Rechtsklick bearbeitet werden (»Zeilen/Spalten
einflgen/Iéschen«, »Zellen verbinden/teilen« und »Form formatieren).

\
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Farben — allgemeine Farbpalette

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Fraunhofer-Farben kbnnen Uber die Powerpoint-Farbauswahl
aufgenommen und in der neuen Prasentation angewendet werden:

m Uberschriften/FlieBtext/Quellenangaben/ .
Bildunterschriften/Graphikauszeichnungen

Graphikauszeichnungen

W Aufzahlungen/Nummerierungen erster Ebene/ [ ]
graphische Elemente

m Graphiken . .

Fonds hinter Graphiken

\
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Sonderzeichen — zum Kopieren

| DIESE FOLIE AUS FINALER PRASENTATION LOSCHEN !

Auf dieser Folie ist eine Auswahl haufig verwendeter Sonderzeichen hinterlegt,
die Sie direkt von hier kopieren kénnen.

E O™
B o«

W 2%
|

\
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