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Reminder : The grant picture and my piece of it.

1

▪ Cloud Services

Federated Platform, offering established 

first class Cloud-Services

▪ Backbone Services

High performance secure Network 

Infrastructure with harmonized Core 

Services (e.g. Authentication)

▪ Software Services

Platform, Training and Support for high 

quality and sustainable  Software 

Development.

Contact Sünje for details

Technical Platform including
Common Services like:
• AAI (Backbone)
• Monitoring
• Accounting
• Dashboard and Service Catalogue
• Services (Tender) vetting and registration
• And more ....

Technical Platform including
Common Services like:
• AAI (Backbone)
• Monitoring
• Accounting
• Dashboard and Service Catalogue
• Services (Tender) vetting and registration
• And more ....
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We are definitely not the first, building such a system ...

EGI, 

EOSC,

GEANT,

SWITCH.CH

Portugal,

Fraunhofer, 

....
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Picking the 
EOSC 
marketplace as 
an example

Available role models for Marketplaces 
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Starting with 

browsing the 

catalogue

Available role models for Marketplaces 
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Now we need to login

And the login
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That was the easy part,

Now the policies

And getting closer

Still AAI
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Now moving to the 
implementation ...
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Logical Timeline

Portfolio, Platform, Integration and Operation

Ants and Uwe’s survey 
resulting in ‘supply and 

demand’ matrix.
• AAI policy and technical discussion 

already started.

• Meeting with EGI on EOSC and EGI 

marketplace as a role model.

• Lead hired for Feb 1, 2019
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Detailed timeline.

2020 2021
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Architecture, taken from the proposal.

Internal User External User

Community 
specific Services

EOSC

DFN

Research 
Data Alliance, 

RDA
EUDAT

EGI Data Hub

EOSC Hub
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And now the first attempt of an architecture
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Composed Service Offerings

From Proposal Document
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Simple Architecture Proposal

First Attempt

IdP/ OP Login
Our little 

friends home 

lab’

Site C

Scientific Data

Site A

Software, Algorithms

Site B

Infrastructure
GPU

Platform ServerCatalog & Dashboard

GOC-DB

or

Service 

Catalogue

Accounting
Service

Monitoring
Service

Site U
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Validation and registration process
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Validation and registration process
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Validation and registration process

Multi Step Process

▪ Initially this will be handled manually

▪ However, in a second step we envision an automated two step process (similarly to EGI) 

▪ A, Simple online registration card, briefly describing the service and the target user.

▪ B, The request will be evaluated by the appropriate (Cloud Service Competence Center)

▪ C, On approval a detailed registration form will have to be filled in, including

▪ Service Level Agreement

▪ Legal restriction on the target audience

▪ Level of integration (predefined levels) 

▪ D, This information, will be added to the service catalogue.

▪ Compensation will be handled at a different level.
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Now for something completely different ...

AAI, which is actually part of Backbone.

Please refer to the 
talks by our 

Colleagues from 
KIT
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Requirements for the common AAI service

▪ Must work and must be simple

▪ Should work with professional (industry  standard) software.

▪ Must work with my UNI and Lab identity provider system.

▪ Support of common authentication mechanisms
▪ Open ID Connect

▪ SAML (as UNIs and Labs)

▪ Legacy X509/Proxies for user authentication and services. 

▪ Mostly from WLCG / HEP world

▪ Transparent translation service, including delegation.

▪ Group management services independently from Authentication service

▪ Authorization based on individual and group membership
▪ Banning of users (on the global and site level)

▪ Waterproofed (legally approved) and realistic policy infrastructure
▪ Including NON HGF services and identities.

Thanks to Dr. Millar 
for helping out with 
this.
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What do we need AAI Policies for ?

• Site B: How can I be sure that User X is really ....

• ... who Site A claims he is 

▪ can I point the policy to Site A to reveal his ID?

▪ ... authenticated with secure mechanism (proper password, 2FA, ...)

▪ ... identified with a unique identifier (i.e. the same ID when he comes back)

▪ ... identifier is not reassigned

▪ ... not able to authenticate after his account at Site A expired?

▪ What happens if that users credentials were stolen?

▪ Whom do I contact in case of fire?

▪ What to do with personal data?

▪ What relation do I have with PI?

• Site A: How can I possibly ....

• ... trust Site B with personal data?

• ... be informed of security breaches that involve personal data of my user?

• ... are there requirements regarding authentication strength (2FA, see above)

• PI:

• How can I be sure I authorize the correct user?

• What do I need to to to manage my group members correctly?
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The END
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Distributed Storage

Asynchronous Data 

Transfer Services

Data (Lake) Infrastructure 
Compute 

Infrastructure

Cheap

Storage

Fast

Storage

Persistent

Storage
Unlimited

Space

Volatile

Storage

Mass Storage

Storage

Orchestration

Content Delivering and Caching Services


