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Desktop concept



Desktop concept

Green desktop
e Linux configuration provided by IT with Foreman, Puppet

 Users can install software from preconfigured repositories
via “Packages” software store

* No root access for users but for group admins

e Support offered by IT

Yellow desktop

« Initially green desktop puppet installation, then puppet and IT
administration is stopped completely

 Only select if the intended use cannot be achieved otherwise

 No support by IT
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Desktop concept

* It has proven beneficial to enable group admin access to the root account of the green desktop
 Some tasks can be carried out by the group admin... executed with care, and knowledge!
« Ifthings are screwed up, the group admin has to fix them, not IT :-)

« If you are a group admin and do not have root access, please contact us

... but please behave :-)

root@host : ~#
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Desktop concept

Exemplary Dos Exemplary Don’ts

Install required packages Add users to sudo group

Change service configs if

Add | .g. PPA
not managed by Puppet arge repos (e.g )

Make files managed by Puppet immutable

Debug errors by disabling
Puppet temporarily

Disable the Puppet agent forever
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Green desktop concept

Statistics
Distribution of yellow and green desktops Why use yellow desktops instead of green ones?
109; 13%

« Installing custom software

« Configuring, accessing custom hardware

m Green

Yellow

761; 87%
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Developments to meet user
requests



Developments to meet user requests

Software

How to install software

« Users: Install via “packages” or Docker

x|

h Accessories
B} Admin tools

L|E' Communication

LA

U T

ahcpd-0

IO LI T et

53-2build1 (64-bik)

wireless WEP,-’WPA cracking utilities

alrcrack- |q1 1.2 rcd-4 ( ":_ bit)

SR . . € GNOMEdesktop - = Tool to graph txt files created by aircrack-n
e Group admins: Install otherwise unavailable <DE deskton W] cirgraphng 1t 20orcad ’
SOftwaI’e Via apt 'get inS'tall as root (Th|nk @l other desktops | - - | configuration and management utilities For Apple AirPort base stations
. . |&b| Fonts airport-utils-2-6

about best practices, e.g. not adding PPAS) = -
Games -~ Akonadi PIM storage service
A Graphics L= | akonadi-server-4:17.12.3-0ubuntu3 (64-bit)

I ? .
« Software is needed by many people~ @ et 7 Rs/atom feedagregator
. akregator-4:17.12.3-0ubuntu1 (64-bit)
Contact unix@desy.de [ Legacy e T
. 3 Localization - = HTTP daemon for teletext pages
- Package will be added to the DESY- Emmﬁmdia Lo alevid-3.103-4build1 (64-bit)
reposrtones if pOSS|b|e | - F | Almlghty1L|g1ht1wE|gh$FactRemote Exchange Daemon
. ed-201¢ uild1 (64-bit)

5 Other
f Programming | [ P [ .
Publishing Python, the high-level, interactive object oriented language, Remove
— includes an extensive class library with lots of goodies for H
o7 System network programming, system administration, sounds and oM
Science graphics. Files
Documentation Required
! Electronics Dependent
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Developments {0 meet user requests

Authenticate

Authentication is needed to run “/bin/

How can users be authorized to perform certain actions? ). bash’as the super user

An application is attempting to perform an action
that requires privileges. Authentication as the super

i By US|ng PO|ICyKIt useris required to perform this action.

Password for root: [|

» Allows the definition of central policies that enable the use of
software < Details

Command: /hin/bash
Run As: Super User {root)

Action: orgfreedesktop.policykit.exec

Vendor: The PolicyKit Project

egancel

Authenticate

/var/lib/polkit-1/localauthority/30-site.d# cat 10-de.desy.gpk.pkla
# Managed by Puppet (desktop)
# Do NOT edit, changes will be overwritten!

[Allow users to run gnome-packagekit]

Identity=unix-group:*
Action=Action=org.freedesktop.packagekit.package-downgrade;org.freedesktop.packagekit.package-eula-accept;
org.freedesktop.packagekit.package-install;..
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Developments to meet user requests

Request: Allow disk management on green desktops
* PolicyKit rule added

 Enabled for specific host groups/hosts as needed via Hiera entry
(desktop::enable_disk _management: true)

Jdev/nvmeOn1 - GParted

GParted Edit View Device Partition Help

General notes

[ /dev/nvmeon1 (238.47GiB) :

. fdevfnvmeOMp?
* /home is local 783760

Partition File System  Mount Point Size Used Unused Flags
° WOrkIng as I‘OOtZ Take data p”Vacy Into account Jdev/nvmeOn1p1 :\g.FaBZ /boot/efi 512.00 M!B 7.22 M!B 504.?3:«1!3 boot, esp

Jdev/nvmeonip2 . [l exta / 27.94GiB 10.17 GiB 17.77 GiB

Jdev/nvmeonip3 €, [l linux-swap 7.45GiB 0.00B 7.45GiB

® 1 Jdev/nvmeon1p4 = [l exta femp 9.31GiB 250.24 MiB 9.07 GiB

CVM FS pOSSIbIe on green dESktOpS Jdev/nvmeon1ps © [l exta Jvarfcache... 7.45GiB 323.04 MiB 7.13GiB

Jdev/nvmeon1ps = [l exta [var 7.45 GiB 1.24 GiB 6.21GiB

Jdev/nvmeon1p7 ©. [l exta /home 178.37 GiB 59.16 GiB 119.21 GiB

0 operations pending
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Developments to meet user requests

Docker
When should | use Docker? What is Docker?
« How can | execute container images? » Free software for isolating applications with OS-

: . level virtualization
* How to run software that requires root privileges??!

: : : : « Multiple isolated user space instances (containers

 How to configure an environment in which Puppet P P ( )
does not interfere? * More lightweight than virtual machines

DESY-specifics

» Authorization plugin on green desktops

» Blocks options which reduce isolation levels

[1] Sometimes own software can also be installed without root rights.
For more information, please visit
® https://confluence.desy.de/display/linux/Green+Desktop+FAQ
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Accessing remote data

Sync and Share

What is Sync and Share? <— > C @ © '_'a https://syncandshare.desy.de

« Access from everywhere @ gﬂv Ah;‘E

» Web interface, client, WebDAV mount

* Online data storage service

e Share data via link, malil Username or email

Password
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Accessing remote data

Sync and Share — client

Mextcloud Connection Wizard

Connect to Nextcloud
Setup Nextcloud server

Screensharing, online meetings & web conferences

server Address |https://syncandshare.desy.de] ‘ a

'Register with a provider

HosE your own server
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Accessing remote data

Sync and Share — client

Nextcloud Connection Wizard

SYMC
SHARE

Connect to your account

5.0 (Linux)

Alternative log in using app token

| < Back || Next >
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Accessing remote data

Sync and Share — client

Nextcloud Connection Wizard

Connect to Nextcloud

Setup local fFolder options

@ ' sync everything from server (43 GB)
| B

v
Server
v

(o) | Choose what to 5ync|

E [ /home/fusername/nextcloud

Local Folder
Free space: 111 GB

'skip Folders configuration | <Back | Connect..
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Accessing remote data

Sync and Share — client

N -

Ww O~

Nextcloud

2 7

O

A 4
Open Nextcloud in browser
surname, name .
‘ Activity General Network
syncands....desy.de
#. Connected to https://syncandshare.desy.de as surname, name. Accounk
, Open folder 'nextcloud’
43 GBin use
Nextcloud
v synchronized with local Folder (12/3/19 3:47 PM) -
nextcloud
Add Folder Sync Connection Recent Changes

Apps

Settings...

Help

Pause synchronization

Quit Nextcloud
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Accessing remote data

Windows drives

Other Locations Q

Recent On This Computer

tr Home =7} Computer 18.0 GB / 29.4 GB available
m Desktop Networks

[0 Documents —

Downloads
Music

Pictures

Videos

B & B & «

Trash

Connect to Server | smb://USERNAME@ntapwin{1,2}.desy.de/USERNAMES/ € ~ | | Connect

~> nautilus smb://USERNAME@ntapwin{1l,2}.desy.de/USERNAME\$/
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Accessing remote data

Windows drives

Conneckt

«o»,  Password required for share wiemannk$ on ntapwini.desy.de

Domain | WIN |

Password | |

Forget password immediately
© Remember password until you logout
Remember Forever
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Fat

O NP

B & B & ¢

Desktop
Documents
Downloads
Music
Pictures
Videos

Trash

syncand...

Other Locations

@ wiemannk$ on ntapwini.desy.de

Name

(] APPData

- Application Data

g Blender

g Creative Cloud Files

ﬁ Desktop Backup

g Favorites
g IT-Seminar

g linux_admin_meeting

g Music
My Documents
g My Pictures
g Programme

ﬁ Projektprasentation

Modified

1 Aug 2017

25 Jan
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Accessing remote data

© Remote Desktop Web € X

& c @ © & https://rdsweb.desy.de/rdweb/webclient/

What is winterm?
 Windows terminal server
e Windows Server 2019

* Microsoft Office 2019, Adobe Acrobat, ... Sign in

User name
Web access -
e Accessible in the DESY-intranet [ Yp——

Connecting via Remmina

* Requires development version of xfreerdp Privacy policy sign in
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Accessing remote data

Activities Tue 10:40

web.desy.de

£ All Resources %WINTERM %

Recycle Bin

Windows Server

= B

7-Zip (DESY)

Windows Windows
Adobe Acrobat DC (DESY) PowerShell PowerShell ISE

Briefkipfe (DESY) & = E

Windows
Administrativ... Control Panel

! P

Remote
FastX 2.0 (DESY) Desktop... Event Viewer File Explorer

D5M Software Shop

GhostS5cript (DESY)

Gimp 2 (DESY)

10:40
A ENG
A B dx o wme
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Future outlook



Future outlook
Ubuntu 20.04 — Focal Fossa

 Release: 23" April, 2020
Changes

« ZFS as root file system

No Python 2 — End of Life: 315t December, 2019

Better GNOME shell performance

GNOME 3.36

Linux Kernel 5.5

After introduction

« We will try to offer a “green desktop” on 20.04 as soon as possible

« 20.04 then standard, with 18.04 available on request for some month
(probably until 15t October 2020, and following hardware support)

DESY. | Linux Admin Meeting | Kai Wiemann, 10th December 2019 Page 24



Thank you

Do you have any questions?

Contact
DESY. Deutsches Kai Wiemann
Elektronen-Synchrotron Information technology (IT)

kai.wiemann@desy.de
www.desy.de 8998/ 2351



mailto:kai.wiemann@desy.de

sources

e https://www.pexels.com/photo/turned-on-street-lights-at-night-3201189/

 https://www.freedesktop.orqg/software/polkit/docs/0.105/pkexec-bash.png

* https://assets.ubuntu.com/v1/9fbc8ad4-circle-of-friends-web.zip

 https://worldvectorlogo.com/de/logo/puppet-1

* https://www.docker.com/sites/default/files/d8/2019-07/Moby-logo.png

e https://qgithub.com/theforeman/foreman-graphics/blob/master/logo/foreman large.pnqg
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https://github.com/theforeman/foreman-graphics/blob/master/logo/foreman_large.png

sources

o https://it-puppet-web.desy.de/puppet/documentation/wikis/Foreman-Parameters

o https://it.desy.de/services/uco/documentation/win network drives smb/index eng.html

o https://it.desy.de/services/storage services/desy sync share/index eng.html

o https://wiki.ubuntu.com/FocalFossa/ReleaseSchedule

e https://www.pro-linux.de/news/1/27546/canonical-beschleunigt-gnome-shell.html

e https://www.pro-linux.de/news/1/27464/ubuntu-1910-mit-ein-wenig-zfs.html

e https://www.debugpoint.com/2019/10/ubuntu-20-04-lts-focal-fossa/
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