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Motivation

B Early application of safety analysis is crucial for high-integrity systems.
B Exact failure probabilities are difficult to justify for

software and

during design.

B We need a way to handle uncertainty in FTA.

B - Deductive quantitative FTA with probability intervals.
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Critical points of embedded-systems FTA

Process measures alone cannot ensure system safety.

We need ways to assess system quality early in the design process
... to support design decisions and tradeoff analyses.

State of the practice is application of FTA after the fact,
... for certification purposes only.

Little evidence for single-point probabilities in FTA
... In early phases and for software.

Lots can be criticised in quantitative FTA, especially for software,
... SO why don’t we make do with qualitative methods?
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Why qualitative analysis falls (sometimes) short

Qualitative analysis does not support gradual predictions.
Qualitative analysis does not allow comparison of likelihoods.
Qualitative analysis does not facilitate prioritisation.

- We would like to bridge the gap between qualitative and quantitative analysis!
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Inductive vs deductive analysis
From safety

... to resulting I goal
probability.
From ... to
probability A probability of
of causes ° e causes.
The classical way — inductive quantitative FTA. Our way — deductive quantitative FTA.
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Three questions

(1) How probabile is the fulfiiment of the safety goal?

(If we do not have exact numbers.)
(2) How can we allocate basic-event reliabilities, such that the safety goal is met?

(3) What is the most efficient way to meeting the safety goal?
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Handling uncertainty in FTA

The idea is simple, people do it all the time (well, safety analysts do).
What, if this basic event could not occur?
What, if that basic event were ten times as likely?
What, if we cut off a fault tree branch altogether?

- What, if we play the “what-if” game a million times?

- Probability intervals.
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FTA with probability intervals

M Second-order probability
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FTA with probability intervals

Numerical interval algebra does not work for us because we use symbols.

X=X, %], Y=y, yl) ee{t - x =
XeY = [min(Xiey), Xi®Yyu, Xy oY) X oY), Max(xey, Xoy,, X oy}, X,#yy), 0 Y = o =+

Excess may even be outside of [0, 1] = subdivision.
To avoid stochastic artifacts, we use random single-point sampling instead.

Answering question (1) = Getting to know fault tree personalities.
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FTA with probability intervals
TOP

Leads to second-order probability mass functions.

— Probability for the fault tree

having a certain probability when

basic events are assigned any probability
inside their bounds.

- We use uniform distribution,
but any distribution is possible.

You can do it even with [0, 1] intervals! ‘-‘
- characteristic PMF
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FTA with probability intervals

Parameterised interval representation.
An interval X = [x,, x_] is given by fax =X + o, (X, —%), 0, € [0, 1].

Calculating result bounds for noncoherent fault trees is NP hard!

Expectation.

=YX =EfH=>]IX

iel iel
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PMF of coherent fault trees — basic shapes

#12403975304¢1, [0.002881585268732, 0.031656303580874], 10 VARS, 15 BDD NODES
E = 0.017460576486827, MEAN = 0.017460225485165, MEDIAN = 0.017473625503607, STDDEV =
0.004642103631433
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#1240388878005, [1.4585E-11, ©.98286443E-7), 10 VARS, 40 BDD NODES
E = 2.52753435E-7, MEAN = §83949E-7, MEDIAN = 1,90254833E-7, STDDEV = 2.20094546E-7

o

#1240397930382, [1.006632872E

1.9918721804E-5], 10 VARS, 30 BDD NODES

E = 8.030708701E-6, MEAN = 8.023876288E-6, MEDIAN = 7.%70579539E-6, STDDEV = 3.4034161858-6
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E = 0.010969752722554, MEAN = 0.01096793154285%, MEDIAN = 0.0109745322!

L0110

[0.002005155715425, 0.019887975T78574], 10 VARS, 22 BDD NODES
2093, STDDEV =

0.003654573587384
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Characteristic PMF

#1242509726905, [0.00130502120876, 0.999998840689001], 15 VARS, 47 BDD NODES
E = 0.717376708984375, MEAN = 0.717€62957751687, MEDIAN = 0.77121624930€441, STDDEV =
0.223271251442758
0.00654

IMCS|-10x 2,2 x 3
E=0.72

0.00334

0.00161

0.0000-, " ‘ - - ' ; ‘ " " : ‘ , - - - ; - : : d :
0 0.050.10.150.20.250.30.350.40.450.50.550.60.650.70.750.80.850.90.95 1 1.05

1000000 samples, 500 bins
PREDCONF (N+1) = 99,995801
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Characteristic PMF

#1242510560207, [0.0010882317533%4, 0.999538485410441], 15 VARS, 83 BDD NODES
E = 0.598846435546875, MEAN = 0.598743275730634, MEDIAN = 0.622415517355%938, STDDEV =
0.219722914930584
0.0037

IMCS| -10x 3,50 x 4
E=0.6

0.00194
0.00091
0.0000-; = - ‘ : - - : : - :
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.¢ 1
' 1000000 samples, 500 bins
PREDCONF (N+1) = 99.994801
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Characteristic PMF

#1242509546126, [1.08768372512E-4, 0.999783545601668], 15 VARS, 42 BDD NODES
E = 0.490264892578125, MEAN = 0.489910123249637, MEDIAN = 0.487263496526264, STDDEV =
0.249584778246722

0.00294
IMCS| -24x 3,24 x5
0.00224
0.0015+
0.00074
0.0000- ; : : ; ; : . . - . . : - - : . d .
0 0.050.10.150.20.250.30.350.40.450.50.550.60.650.70.750.80.850.90.95 1 1.05
1000000 samples, 500 bins
PREDCONF (N+1) = 99.999801
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Characteristic PMF

#1242510816110, [2.6745%81097E-5, 0.99248319708%167], 15 VARS, 6% BDD NODES
E = 0.304412841796875, MEAN = 0.304354512763933, MEDIAN = 0.27196826095528%, STDDEV =
0.19541792353242¢
0.0047

0.00351

IMCS|—12x4,30x6, 12x 8
E=03

0.0024+

0.00121

0.0000- ‘ , . | ! : : . ! -
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
. 1000000 samples, 500 bins
PREDCONF (N+1) = 9S.996801
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PMF of noncoherent fault tree

#1240591175247, [0.004667011341023, 0.999745118031634], 4 VARS, 7 BDD NODES
E = 0.625, MEAN = 0.625400644613754, MEDIAN = 0.619%463518634685, STDDEV = 0.183800380210%38
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0.004 3
0.00291
0.0014+
0.0000- = T = - y
0 0.22 0.44 0.66 0.879 1.0¢
1000000 samples, 500 bins
PREDCONF (N+1) = 99.999801
=
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PMF of XOR

41240583659437, [7.06042429005E-4, 0.99946466939792], 2 VARS, 3 BDD NODES
E = 0.5, MEAN = 0.499690037230178, MEDIAN = 0.499894478850032, STDDEV = 0.16664623347173¢

0.0147

0.0110

0.0073 - ”

0.0037

0.0000", ’ ; . :

0 0.22 0.44 0.66 0.87% 1.0¢
1000000 samples, 500 bins
PREDCONF (N+1) = 90.995801
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The basic approach

Answering question (2) - how can the safety goal be fulfilled?

Save alpha values for every sample and filter samples meeting the goal.

Sample

1 2 3 4 5 6
no. / var.
1 0.36 0.44 0.1 0.77 0.29 0.56
2 0.02 0.32 0.93 0.21 0.14 0.09
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The basic approach

#12403979303%92, [1.006632872E-6, 1.9918721804E-5], 10 VARS, 30 BDD NODES

E = 8.030708701E-6, MEAN = 8.023876288E-6, MEDIAN = 7.97057953%E-6, STDDEV = 3.40341€185E-¢©
0.011en

0.0058

0.0028+

0.0000-

1000000 samples, 200 bins

Safety goal " PREDCONF (N+1) = 99599301
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Analysis with constraints

Answer question (3) = what is the most efficient way of meeting the safety goal?
Starting from the set of those samples that meet the safety goal
... apply a cost function to basic events,

... Sort.

- Cheapest sample still fulfilling the safety goal.
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Analysis with constraints

#1240397930392, [1.006632872E-6, 1.9918721804E-5], 10 VARS, 30 BDD NODES
E = 8.030708701E-6, MEAN = 8.023876288E-6, MEDIAN = 7.970579539E-6, STDDEV = 3.403416185E-6

MCS(f) = {{7}, {1, 5}, {2, 9}, {6, 9}, {3, 5, 8}, {4, 9, 10}}

Var. | Pr.interval Do
1 | [105 107 | 0.1928
2 | [10% 104 | 0.4946
3 | [105 104 | 0.5028
4 | [103,107 | 0.5083
5 | [105,103% | 0.229
S e, S 6 | [10% 109 | 0.4989
7 | [10% 109 | 0.0192
Cost function 8 | [10% 107 | 0.4962
f, (samplg) = 3 | _ 9 [106, 105] | 0.4977
Vjev\/vajue(vj (i)) | 10 | [105 109 | 0.5021
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Analysis with constraints

#12421568475%0, [10542.051395846587, 21552.367645212868], 10 VARS, 30 BDD NODES
MEAN = 13346.665245346801, MEDIAN = 12967.476791168228, STDDEV = 1568.5903920543308

The sample that just so meets the
safety goal is not the cheapest.
0.0000- “l"l" e

15,000 17,500 20,000 22,50

B 5585 samples, 250 bins |

10,000 12,500
Cheapest J

Least reliable
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Conclusion

Second-order PMF allow to bridge gap
between quantitative and qualitative FTA.

Facilitate integration of HW and SW FTA.

Guidance for design decisions and
effort optimisation.

Intuitive visualisation of dependability/safety.
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N montaCarlo 1mio samples B MontaCarlo 100k samples.
MonteCarlo 10k samples

- Common-cause analysis is important because of independence assumption.

—> Integration with component-based fault tree concept.

\

~ Fraunhofer

IESE



Questions
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