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Agenda
● What is ACL?

● Types of ACLs

● How ACL works?

●  Access Check Algorithm

● ACL on Network

● Why ACL?

● RBAC vs ACL

● Demo

● Access control vulnerabilities and privilege escalation – Hack for Money!

● Questions?
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What is access control list?
● An ACL specifies which users or system processes are granted access to 

objects, as well as what operations are allowed on given objects.
● Each entry in a typical ACL specifies a subject and an operation.

– Ex: Read, Write Permission
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Types of ACLs

● Filesystem ACLs ● Networking ACLs
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How ACL works?

● A filesystem ACL is a table that informs the operating system of the 
access privileges a user has to a system object.

● Networking ACLs are installed in routers, where they act as traffic 
filters.
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 Access Check Algorithm 
If
    the user ID of the process is the owner

 else if
the user ID of the process matches the qualifier in one of the named user

else if
one of the group IDs of the process matches the owning group and the owning 
group entry contains the requested permissions 

else if
one of the group IDs of the process matches the qualifier of one of the named 
group entries and this entry contains the requested permissions

else if
one of the group IDs matches the owning group or any of the named group, 
but neither the owning group nor any of the matching named group contains 
the requested permissions

else
    the other entry determines access. 
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Reasons to use an ACL
● Traffic flow control.

● Restricted network traffic for better network performance.

● A level of security for network access specifying which areas of the 
server/network/service can be accessed by a user and which cannot.

● monitoring of the traffic exiting and entering the system.
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RBAC vs ACL
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Demo Time

● VIDEO OR LIVE
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Hack for money!
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Any Questions?
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SO THAT’S ALL, FOLKS!



  14

Resources
● https://www.imperva.com/learn/data-security/access-control-list-acl/

● https://www.consul.io/docs/security/acl/acl-system

● https://en.wikipedia.org/wiki/Access-control_list

● https://portswigger.net/web-security/access-control

● https://www.comparitech.com/net-admin/create-configure-acl/

● https://itglobal.com/company/glossary/access-control-list/

● https://www.techtarget.com/searchnetworking/definition/access-control-list-ACL

● https://techhub.hpe.com/eginfolib/networking/docs/switches/RA/15-18/5998-8151_ra_2620_asg/content/ch10s04.html

● https://www.facebook.com/whitehat/thanks/

● https://www.draw.io

● https://www.youtube.com/watch?v=zXZgsVPRqnw

● https://www.usenix.org/legacy/publications/library/proceedings/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher_html/main.html
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