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What is Keycloak?

Overview

{CLOAK

» “ldentity and Access Management”
» Authentication layer for Services
* OpenID Connect, OAuth2 & SAML2.0 Applications
» Web services / Token based services
» User Federation
* Integration with DESY User Registry

 Role Base Authorization
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Why Keycloak

(CLOAK

# QUARKUS

o Getting started with OIDC
« Standard conform

» Already established in many other Sites

* Open Source (Apache 2.0 licence)

 Many Extensions / Community Modules / Examples available
* PrivacylIDEA plugin for 2FA

» De-facto standard for many communities (e.g. PaN )

« Java Application built on top of Wildfly Quarkus

» Cloud Native approach, Kubernetes integration
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Keycloak

 Identity Brokering: . .

» Integration of other IdPs

* Google, Facebook, Helmholtz AAI , ...

Identity-
Provider

» Separated in individual "Realms"
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» Use for access control or token attributes
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Keycloak

Setup at DESY

 Rancher Managed Kubernetes Cluster C I/ C D
o Gitlab ClI to build custom Keycloak Docker image
» Integration of extensions
e Add scripts
o [WIP]themes
* Use Helm Chart to deploy image
* PostgreSQL Database

 Docker Container is stateless
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Established Integrations

Overview

% ®
~—Jupyterhub
J b
upyterHu .v
Nextcloud

Hedgedoc

A GitLab

“If it speaks OAuth2 / OIDC it works with Keycloak.”

OIDC examples usually with Keycloak

BUT: Most Applications only use Authentication layer!

» Already provided by Helmholtz AAI
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Mapping Resources

» Helmholtz AAI gives certain Attributes

var groupClaim = user.getAttribute('groups');
e eppn, eduperson_entitlement -
« VOs

» eduPerson not understood by all Applications

var Arraylist = Java.type("java.util.Arraylist");

° URN SChema Vvar groups = new ArraylList();
« Keycloak gets Attributes and can transform sl s D 1
. . groupParts = group.split(':');
i BU”t IN mappers fOI‘ Standard att“butes var gIndex = groupParts.indexOf( 'group');
- if ( gIndex > -1 ) {
° Add Javascript Mappers for eaSy Scrlptlng groups.add{groupParts.splice{gIndex + 1).join(':'));

}

e Used by Nextcloud for groups 2

exports = groups;
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DESY User Storage Backend

curl://

» Keycloak works Out of the box for most settings
» Add federated users to DESY “User Registry”
« Software developed at DESY
for delegated account, group and resource access management
* Integration with Keycloak needed
* Write Java extension
o Call REST API with User JSON to create user in background
* Open Source ecosystem helpful

e But: Java skills necessary
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Lessons learned

» Easy Setup: Docker image / Helm Charts

« Tip: Start with Kubernetes deployment!

» Single node k8s works well (kind, k3s, ...)

» Initial Configuration: not complicated
» Deep dive: Many options available, can be overwhelming
» New concepts (authentication flows, scopes, roles)
» Apps often just use authentication

» Use Helmholtz AAl directly?

« Extra layer of complexity

e Authorization is hard
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Outlook

o 2FA / MFA with PrivacylDEA
 Works with OTP and webAuthN

o Allow x5009 certificate authentication with user certs -

. (=
 Add Kerberos Authentication
* More authorizaton concepts L\

. . GEANT ™
b MUItl Realm federatlon Networks * Services » People

» Keycloak can add its own Realms as IdP

» Allows for better separation and cross-authentication
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Integration User Registry 2

Konzept

Neue User in der Registry bekannt machen

Erweiterung: Keycloak - Registry Interface

Personen-Provisionierung in IAM
Problem

Artefakte-Lifecycle Mgm

(Dateien, Beitrage in Wiki's)

Nutzer
Intra/Extranet

Nachweisbarkeit (wer war's),

Zuordnung (wem gehort's)

KEYCLOAK

4

Keycloak Entwicklung:
viele Beispiele

Anwendung

https://github.com/

thomasdarimont/keycloak-extension-playground

| AAIl & Keycloak | PvdR, JoRe | 2021-02-23

O KEYCLOAK

Registry 2

7

|AM



https://github.com/thomasdarimont/keycloak-extension-playground
https://github.com/thomasdarimont/keycloak-extension-playground

Status Implementierung

Custom OIDC Claims H.C LOAK
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