dCache Frontend OIDC authentication
using Keycloak as Identity Provider (IDP)
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port dinformacid Introduction

e PICenvironment:
o dCache version 7.2.15
o Keycloak version 15.0.2

e Keycloak advantages:
o Single-Sign on
o User Federation. Multiple realms:
m Integration with the Local LDAP
m Import user from External identity providers
m Create arealm for selected users
m Mix users of different providers in a unique realm

e Goal: allow dCache connections of external PIC users.




léﬁ%ﬂ@gmc’é Configuration steps

Enable OIDC authentication in dCache

Keycloak client creation

Gplazma cell: define endpoint provider
OIDC frontend configuration
Additional settings

a. frontend/webdav parameters
b. Group mapping
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gplazma.conf

multimap-id-to-username.con “

multimap-id-to-group+gid.conf

multimap-groupname-to-username-+uid.conf

group:dteam username:dteamfO1

layOUtS/gplazma _> gplazma.oidc.provider!PIC=https:/

https://indico.in2p3.fr/event/20331/contributions/78505/attachments/56745/75419/dCache_OIDC _setup.pdf 4



https://indico.in2p3.fr/event/20331/contributions/78505/attachments/56745/75419/dCache_OIDC_setup.pdf

Eon dfomnaci OIDC frontend Configuration (1)

keycloak: Create a client (ex: dcache-view)

Client ID: dcache-view

Enabled: ON

Client Protocol: openid-connect
Access Type: confidential
Standard Flow Enabled: ON
Implicit Flow Enables: ON

Direct Access Grants Enabled: ON
Service Accounts Enabled: ON
OAuth 2.0 Device Authorization Grant Enabled: ON
Valid Redirect URIs: *

The rest of fields are Null or OFF

dCache: add the provider URL on gplazma cell configuration
e gplazma.oidc.provider!CTA-azuredirectory=https://idp.pic.es/auth/realms/CTA-azuredirectory



https://idp.pic.es/auth/realms/CTA-azuredirectory
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On dCache: the Layout (frontend)

e frontend.staticldcache-view.oidc-authz-endpoint-list=https://idp.pic.es/auth/realms/cta-azuredirectory
/protocol/openid-connect/auth

o Extracted from <provider>/.well-known/openid-configuration Client name in keycloak
frontend.static!dcache-view.oidc-client-id-list
frontend.static!dcache-view.oidc-provider-name-list=[C m-azurealrecforyl

e frontend.static!ldcache-view.oidc-authz-endpoint-extra=-

K

Needed on version >7.2.*

pplazma.oidc.provider! CTA-azuredirectory

Login via an OpenID-Connect account OR

Login via CTA-Azuredirectory



https://idp.pic.es/auth/realms/cta-azuredirectory/protocol/openid-connect/auth
https://idp.pic.es/auth/realms/cta-azuredirectory/protocol/openid-connect/auth

PIC

Example

SHHHRB BB R R R R R R R R R R BB R R R R R R BB

# Domain: webdav-cta-LSTCAM-https-door®3Domain

[webdav-cta-LSTCAM-https-S{host.name}Domain]

dcache. java.memory.heap=1024m

webdav.mover.queue=webdav

# Cell: frontend

[webdav-cta-LSTCAM-https-S{host.name}Domain/frontend]

frontend.authn.accept-client-cert=true

frontend.authn.protocol=https

frontend.cell.name=frontend

frontend.net.port=8468

frontend.root=/pnfs/pic.es/data/cta/LST/Data

frontend.static!dcache-view.endpoints.webdav=https://webdav-lstcam.pic.es:8458/
.static!dcache-view.oidc-authz-endpoint-1 =https://idp.pic.es/auth/realms/cta-azuredirectory/protocol/openid-connect/auth
.static!dcache-view.oidc-client-id-1list=dcache-view

frontend.static!dcache-view.oidc-provider-name-1list=CTA-azuredirectory

# Cell: webdav

[webdav-cta-LSTCAM-https-S${host.name}Domain/webdav]

webdav.allowed.client.origins=https://webdav-1lstcam.pic.es:8468

webdav.authn.protocol=htt

webdav.authz.allowed-paths=/pnfs/pic.es/data/cta/LST/Data

webdav.authz.anonymous-1listing=true

webdav.authz.anonymous-operations=READONLY

webdav.cell.name=WebDAV-CTA-LSTCAM-S{host.name}

webdav.net.port=8458

webdav.redirect.allow-

webdav.

webdav.root=/pnfs/pic.es/data/cta/LST/Data

## End webdav-cta-LSTCAM-https-door®3Domain
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Frontend/Webdav

Frontend parameter
o frontend.static'dcache-view.endpoints.webdav=https://webdav-dteam.pic.es:8448/
Webdav important parameters

o webdav.redirect.allow-https=true =
o webdav.redirect.on-read=true

o webdav.allowed.client.origins=https://dcip.pic.es:3880

—= Hostcert necessary on pools

Problems with Firefox and CORS. It's OK with Chrome to upload/download
files



https://webdav-dteam.pic.es:8448/
https://dcip.pic.es:3880
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e Mapping: using dcache multimap Files | oo e e s
o oidc (always provided) Groups Mapper &
o oidcgrp (additional configuration needed) il
m 3 group mapper in the keycloak 0
client T

Mapper Type ©

Clients » dcache-view Token Claim Name © groups
. " Full group path © OFF
Dcache-view &
Settings Credentials Keys Roles Client Scopes @ Mappers @ Scope @ Revocation Sessions @ Offline Acces] Add to ID token © m
Q Add to access token © ﬂ
Name Category Type
wo BN
Client ID Token mapper User Session Note Add to userinfo © -
Client IP Address Token mapper User Session Note
Client Host Token mapper User Session Note >
Groups Mapper Token mapper Group Membership
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Thanks!




