Part two

Dockerfiles.
How to create your image from scratch.
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Creating your own image

It may happen that the image you need is not on Docker Hub or that you want
to create your own image.

Docker allows you to do this via a script: a Dockerfile

Essentially a Dockerfile is a script where you start from an existing image, you modify it
adding features, and you create a new image out of it to use for a container.

Images are immutable once created: if software Is added to an existing image a new one
needs to be created.

Inefficient to install software at container stage: once container is deleted, sofware is |lost
and needs to be reinstalled in new container.



First steps with containers

Actions:

* Image build: create image from scratch.



Dockerfile example

Users > nmalavasi > Desktop > PUNCH_useful > Presentations > PYA_tutorial_container > tutorial_material > & Dockerfile_python_pip > ...
# syntax=docker/dockerfile:l

roLlal L 1 1T0H PyLhon 1A0ayc

FROM python: latest

#FUse D LD '_ O _A_j ~ i_ all Nna i_ [) |__ 0 i_ | _._:._'fr

7  RUN pip install matplotlib

This already constitutes a basic Dockerfile: takes Python as base image and installs
matplotlib via pip. The new image created will have both.



Building from Dockerfile

docker build -t pm_i -f ./Dockerfile_python_pip .



Building from Dockerfile

docker build |-t pm_i -f ./Dockerfile_python_pip .

Command.



Building from Dockerfile

docker build -f ./Dockerfile_python_pip .

Command.

Custom name for the image.



Building from Dockerfile

Name of the Dockerfile to build from.
If not given defaults to Dockerfile (no extension).

docker build -f ./Dockerfile_python_pip|.

Command.

Custom name for the image.



Building from Dockerfile

Name of the Dockerfile to build from.
If not given defaults to Dockerfile (no extension).

}
dosker BUTd [t pr -1 /Dockerile_pyihon b

Command. /

Working directory.
Custom name for the image.



Building from Dockerfile

nmalavasi@Pga-1t7982 ~ % cd Desktop/PUNCH_useful/Presentations/PYA_tutorial_container/tutorial_material
nmalavasi@Pga-1t7982 tutorial_material % 1ls

Dockerfile_python_pip disperse_dockerfile example_script_simple.py
nmalavasi@Pga-1t7982 tutorial_material % docker build -t pm_i -f ./Dockerfile_python_pip .

[+] Building 20.1s (10/10) FINISHED

The new
Image Is
created via
“docker
build”
(specifying
file name If
needed).

Use 'docker scan' to run Snyk tests against images to find vulnerabilities and learn how to fix them
nmalavasi@Pga-1t7982 tutorial_material %
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Useful keywords

FROM: uses existing image as base

RUN: executes a command

ENV: sets environmental variable

COPY: copies local files inside image (useful e.g. for source code)

USER: sets user information to be used when container is created from image
(otherwise user is root!)

WORKDIR: sets working directory

CMD: sets the command that is executed when container is created from image

Dockerfile reference: https://docs.docker.com/reference/dockerfile/



FROM

FROM allows you to select the starting “base” image. Only one FROM statement for Dockerfile.

It will pull the image from Docker Hub and execute the next steps of the build inside that image.

# syntax=docker/dockerfile:1

Fottart Trom pyi | 1mage

FROM python: latest

Fotart rrom upuntu 1mage

FROM ubuntu:latest

#Start from

FROM debian: latest
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RUN

RUN executes a command. It can be any
command that is accepted within the current OS/
environment of the image.

E.g. In linux iImage linux commands will be
executed, provided software is installed.

# syntax=docker/dockerfile:1

FSTtart rrom pvyvton 1madge

FROM python: latest

"‘l“'

RUN pip install matplotlib

)ython examp Les

RUN apt—-get install git

RUN git clone my_repository

e alrly COmimarl ]

RUN wget my _url/my_tarball.tar

RUN rm /file_I_dont_need.txd




Useful keywords
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Dockerfile reference: https://docs.docker.com/reference/dockerfile/



ENV

ENV sets the value of an environmental variable

syntax=docker/dockerfile:1l

#ZStart Ttrom C TOoNn 1mage

FROM python: latest

environmental

ENV HOME-/folder/patﬂ




Useful keywords

FROM: uses existing image as base

RUN: executes a command

ENV: sets environmental variable

COPY: copies local files inside image (useful e.g. for source code)

USER: sets user information to be used when container is created from image
(otherwise user is root!)

WORKDIR: sets working directory

CMD: sets the command that is executed when container is created from image

Dockerfile reference: https://docs.docker.com/reference/dockerfile/



# syntax=docker/dockerfile:l

‘I::::::"l:::::l) ‘I l' #Start Trom DY Chon j_fll'}fr;,'ﬁJ

FROM python: latest

' ’ v7= 1 = ~ HNME
=11\ [ ONMNelnLda val 1Lab L nvu

ENV HOME= /folder/path

COPY COpieS files from a local #Copy file requirements.txt from outside to inside
folder to inside the image. COPY requirements.txt ${HOME}/my dir
These files will be available
within the containers run from ST EEUEICIRNEEIRIEIEIER Y
that image_ RUN pip 1nstall -r ${HOME}/my dir/requirements. txt

FRemove T1 Le we don t want this 1n conf

RUN rm ${HOME}/my dir/requirements.txt

YU | C 0O : - | []¢

COPY my flle exe ./




Useful keywords

FROM: uses existing image as base
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(otherwise user is root!)
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Dockerfile reference: https://docs.docker.com/reference/dockerfile/



USER

By default, unless specified otherwise, all commands at image creation are run as
root (WITHIN the image). USER allows to switch to a different user (if it exists). There
IS N0 going back afterwards.

# syntax=docker/dockerfile:1

#>Ttart Trom pyton 1mage

FROM python: latest

# 1 AM ROO] no need to sudo

RUN apt—-get install my_package

l1TTerent user
USER nmalavasi

# 1 AM NO LONGER ROOT 'h1is does not wo

RUN apt—get install my_other_package

nNtailner 1n this 1mage 1




Useful keywords
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WORKDIR

Sets the current working directory.

# syntax=docker/dockerfile:1

ZESTartc rrom DV LOI 1MNad(c

FROM python: latest

. " e 8 I.".
- 1ITW b=l

RUN mkdir /path_to folder

= |

WORKDIR /path_to_ folder




Useful keywords

FROM: uses existing image as base

RUN: executes a command

ENV: sets environmental variable

COPY: copies local files inside image (useful e.g. for source code)

USER: sets user information to be used when container is created from image
(otherwise user is root!)

WORKDIR: sets working directory

CMD: sets the command that is executed when container is created from image

Dockerfile reference: https://docs.docker.com/reference/dockerfile/



CMD

If present, this command is executed when a container is created. There can be only one CMD instruction.

# syntax=docker/dockerfile:1

#o>Ttart Trom pyton

FROM python: latest

#Install module

RUN pip install matplotlib

| N _._ 5 SLaAarLs
CMD python3




Part three

EXxercise.
Create your Dockerfile and install your code.
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Exercise suggestion
Simple

* Pull image and start container: ubuntu, python, any other language you are
comfortable with.

* Pull image and start three containers: experiment with starting and stopping
them, switch from one to the other or experience running them in parallel.



Exercise suggestion

Intermediate

 Pull iImage, start container, execute command in container.

 Bind mount volume into container, experiment with file input and output from
container to local folder.



Exercise suggestion

Advanced

Do you have a code to install? Write a Dockerfile for it, test it by running a
container.

Do you have a sample analysis? Bind mount a volume to your newly created
container, test software execution with input/output.

* Write a Dockerfile for a generic software (e.g. python”? Other language?). Start
from a base image, add on top to it. Set environmental variables, change the

user and see how it is reflected in the container.

* [ry to add a command to it.



