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Summary
The AFS file system, together with the kerberos/pts authentication and authorization tools, can be used to
implement corporate web services with advanced management and security features.
A system was realized at Laboratori Nazionali del Gran Sasso where multiple, administratively separate
Apache instances, each with virtual hosting capabilities, run on the same server. Each Apache instance holds
a different AFS token and accesses different AFS volumes. Data directories, configuration files and log files
are kept in distinct AFS areas with different ACLs, thus allowing for administrative separation.
The server runs as a virtual host and is replicated. A load-balancing cluster with high availability standards
is obtained using LVS.
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