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Why this topic?
● Electronic devices usually contain software.
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Why this topic?
● Electronic devices usually contain software.
● New software is developed for newly developed electronic 

devices. This software is a combination of in-house 
developments and adaptations of existing software. The latter is 
usually Open Source software.
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Why this topic?
● Electronic devices usually contain software.
● New software is developed for newly developed electronic 

devices. This software is a combination of in-house 
developments and adaptations of existing software. The latter is 
usually Open Source software.

● If a larger group of users is interested in the newly developed 
electronic devices, spin-off companies are sometimes founded 
to market the devices.
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Which challenges?
● Open Source software grants you full rights to immediately use 

the software on your own computer ☺.
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Which challenges?
● Open Source software grants you full rights to immediately use 

the software on your own computer ☺.
● However, when Open Source software is copied and distributed, 

the same general rules of copyright law apply as for proprietary 
software – namely, that a valid copyright license must be 
obtained .☹
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Which challenges?
● Open Source software grants you full rights to immediately use 

the software on your own computer ☺.
● However, when Open Source software is copied and distributed, 

the same general rules of copyright law apply as for proprietary 
software – namely, that a valid copyright license must be 
obtained .☹

● Although it is usually easier than for proprietary software, Open 
Source software also requires a certain amount of effort to 
obtain a license to copy and distribute the software.
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Which challenges?
● Open Source software grants you full rights to immediately use 

the software on your own computer ☺.
● However, when Open Source software is copied and distributed, 

the same general rules of copyright law apply as for proprietary 
software – namely, that a valid copyright license must be 
obtained .☹

● Although it is usually easier than for proprietary software, Open 
Source software also requires a certain amount of effort to 
obtain a license to copy and distribute the software.
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What is Open Source software?

● “Open Source” is not an English phrase, but a technical term.
➔ Cannot be translated
➔ The original form “Open Source” must always be used – 

irrespective in which context, country or language.
● Open Source software must fulfill certain requirements, for example 

given in the Open Source Definition (OSD) released by the Open 
Source Initiative (OSI, https://opensource.org/OSD).

https://opensource.org/OSD
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What is Open Source software? (2)

Requirements for Open Source software
● A software is Open Source if the holders of rights allow everyone

✔ to unrestrictedly and unconditionally use, analyze and modify 
the software

✔  to copy and distribute the software under very liberal 
conditions.

● Otherwise it may not be called “Open Source”.
● In particular: Being available as source code does not automatically 

make a software “Open Source”.
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What is “Copyleft”?

Closed Source

Run-time license
No modifications
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GPL software trade chain
(enabling licensing)
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End
user
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To enable M to receive a license from L, B has to 
fulfill license obligations (e.g. delivering license text, 

licensing own development correctly).
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      If this licensing and this enabling is not undertaken correctly,
  this license becomes invalid!
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Development within the companyInput                        Output

Delivery

Testing

● Electronically
● Installed on HW
● On a medium
● Via Internet

Software flow: Third-party software
Employee

Trainee
HW/SW provider
Online repositories 

Freelancer

IT department
QA department

Human resources
Purchase department

Development department
Project leads

Management, Legal department, Open Source Compliance Officer (OSCO)

Third-party 
software
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Detection and analysis of third-party software
Goals 
● Control over what external software is used
● Avoiding unlicensed software
● Basis for creating a BOM  → Annex: Bill of Material  



Obtain CCSC

Candidate for Use

Not available

Collect license
information

No license Individual
request to legal

department

Approval 
process (1)

Unknown license

Known license

Available



Deny List?

No

Approval 
process (2) Yes

Allow List?

Known license

Yes

No

Intended type
of integration?

Stand-alone

Derivative work
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Comment: Global blocking and acceptance lists
● Global blocking and acceptance lists are rarely useful.
● Licenses and their obligations must always be 

considered in the context of use.
● Candidates for an acceptance list are, for example, 

CC0-1.0 (public domain equivalent) and WTFPL, since 
these do not impose any obligations.



Derivative work (with
FOSS or proprietary)?

Approval 
process (3) Yes

No

Are there any
other restraints?

Derivative work

Check
compatibility

Incompatible

Individual
request to legal

department

Unclear
Compatible

No or acceptable

Yes



Approval
process (4)

Reduces individual 
requests, if a software 
component is legally 
suitable for use 
(distribution) in a product

Individual
request to legal

department

Individual
request to legal

department
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Murphy’s Open Source Laws
1.  The most inconspicuous source code causes the greatest 

difficulties.
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Murphy’s Open Source Laws
1.  The most inconspicuous source code causes the greatest 

difficulties.

2.There is always one last source code for which you cannot 
obtain a license.
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Murphy’s Open Source Laws
1.  The most inconspicuous source code causes the greatest 

difficulties.

2.There is always one last source code for which you cannot 
obtain a license.

3.The provider who promised you the moon when it came to 
providing licensing information is then, when you need it, 
incompetent or insolvent.


