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github actions basics

• github actions is githubs automation platform for 
enabling CI/CD workflows

• Similar to GitLab CI/CD 

• YAML files in .github/workflows are 
considered to be github action workflows

• Run automatically(!) by default

• Fully integrated into the github ecosystem

• Free runners available for public and private 
repositories
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https://github.com/features/actions
https://docs.gitlab.com/ci/
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github actions basic
The basic anatomy of a workflow

• Defines what to run when and where

• Workflow name & job names are “free form”

• Flexible trigger system

• Job matrices are possible
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Triggers

Job Matrix

Job steps

gh actions documentation

https://docs.github.com/en/actions/how-tos/writing-workflows/choosing-when-your-workflow-runs/triggering-a-workflow
https://docs.github.com/en/actions/how-tos/writing-workflows/choosing-what-your-workflow-does/running-variations-of-jobs-in-a-workflow
https://docs.github.com/en/actions/get-started/understanding-github-actions
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github actions basics
Defining steps to run

• A step can run pretty much anything
• Shell command, script, executable, …

• Each step starts with the original 
environment

• Changes to file system persist

• Can also use a reusable action

• Each gets a separate (collapsable) log 

entry
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github actions basics
Composite (reusable) actions

• “Original” way of avoiding duplications and sharing 
commonly used steps

• Nowadays entire workflows can also be reused

• Can take inputs and produce outputs

• Very similar structure to workflows
• Can run several steps
• Can also call other actions (somewhat limited)

• Can also write actions in javascript or using docker
• Adapt using: “composite” accordingly

• Place code in action.yml on github repository
• Can choose which version to run via git ref
• e.g. key4hep-actions/key4hep-build@main

gh actions tutorial| github actions - FH SciComp Workshop | F. Meloni & T. Madlener | July 3, 2025

action.yml

Inputs & 
Outputs

https://docs.github.com/en/actions/tutorials/creating-a-composite-action
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Fantastic actions
… and where to find them

• github.com/marketplace?type=actions - Actions for pretty much everything

• github.com/actions
• Checking out repositories
• Setting up dependencies (python, node, …)
• Caching data between workflow runs
• Uploading results as artifacts
• …

• github.com/cvfms-contrib/cvmfs-github-action
• Install and setup cvmfs on a (ubuntu) github runner

• github.com/key4hep-actions 
• Commonly used actions (and workflows) for Key4hep
• Some assumptions on how repositories and build system are set up

• github.com/AIDASoft/run-lcg-view
• One-stop-shop for running builds and tests inside an LCG environment

• github.com/docker
• Actions for building and publishing docker images
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https://github.com/marketplace?type=actions
https://github.com/actions
https://github.com/cvmfs-contrib/github-action-cvmfs
https://github.com/key4hep/key4hep-actions/tree/main
https://github.com/AIDASoft/run-lcg-view
https://github.com/docker
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Caching dependencies and other things
Save github some networking costs

• actions/cache (documentation) allows to cache 
and restore arbitrary data

• Provides cache isolation
• e.g. separate caches for different branches

• Store and restore keys can be different

• 10 GB of cache space available on free github 
tiers

• Caches evicted after 7 days without access

• Cache management also possible via REST API

key4hep-actions/cache-external-data caches data (e.g. 
test inputs) that are fetched via CMake ExternalData
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https://github.com/actions/cache
https://docs.github.com/en/actions/how-tos/writing-workflows/choosing-what-your-workflow-does/caching-dependencies-to-speed-up-workflows
https://github.com/key4hep/key4hep-actions/tree/main/cache-external-data
https://cmake.org/cmake/help/latest/module/ExternalData.html
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Speeding up CI workflows with caches
Shoehorning together an (almost) distributed build system

• ccache (compiler cache) allows to cache compilation 
results

• Can dramatically speed up builds
• Especially “clean builds”
• Very useful for sharing build artifacts (e.g. across branches 

or teams)

• Trivial to enable with cmake
• -DENABLE_CMAKE_CXX_COMPILER_LAUNCHER=ccache

• Cache the ccache cache
• Next build can re-use almost everything

• Tiered caches in gh actions
• PR runs will find the cache from main branch

• Standard procedure for Key4hep CI

• Probably more environmentally sustainable
• Non-trivial considerations for total carbon footprint
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without ccache with ccache

https://ccache.dev/
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Using dependencies from CVMFS
Let someone else worry about how they get there

• Cern VM File System - Standard way of distributing 
software for WLCG

• Read-only distributed filesystem
• On-demand loading and caching of binaries
• Available on many workgroup servers (NAF, lxplus,...)
• Straightforward to install on local machines

• LCG releases
• Curated list of SW releases for the WLCG
• Used by e.g. ATLAS, LHCb

• cvmfs-contrib/cvmfs-github-action
• Install and configure cvmfs

• AIDASoft/run-lcg-view
• Prepare container for desired OS with bind-mounted 

CVMFS
• Convenience setup for using LCG releases
• Can use arbitrary SW from CVMFS
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auto detect OS 
image and setup 
script

Commands that are run 
in environment

specify image and base 
manually

https://cernvm.cern.ch/fs/
https://lcginfo.cern.ch/
https://github.com/cvmfs-contrib/github-action-cvmfs
https://github.com/AIDASoft/run-lcg-view
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The spack package manager
Build your stack from scratch

• spack is a platform and OS independent package manager
• Supports multiple languages, build systems, …

• Emphasis on dealing with multiple configurations of the 
same package

• Versions, build flags, features, …
• Resulting software stacks are consistent by construction

• Builds all packages from source
• spack package description in python
• Can re-use packages from underlying system

• Originally developed by HPC community

• Also used by Key4hep
• github.com/key4hep/key4hep-spack package repository

• Supports a build cache to reuse packages already built
• Can use OCI registries as build caches
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https://spack.io/
https://github.com/key4hep/key4hep-spack
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Example: building the muon collider software stack

Last year the IMCC (International Muon Collider Collaboration) set up 
a task force tasked with rationalising the development of software for 
the experiments.

Most important outcomes for this talk:

• Adoption of Key4hep
• Need to build and deploy software releases with docker

| github actions - FH SciComp Workshop | F. Meloni & T. Madlener | July 3, 2025
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Can we do it with ~no resources?

Substantial resources are available 
for both public and private 
repositories [overview on github]

However, they come with some 
limitations:

• Runtime of each workflow job 
limited to 6h

• VM has total of ~72 GB disk

• Throttling if you use too many 
resources (never hit this 
limitation so far)

Free github runners
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https://docs.github.com/en/actions/how-tos/using-github-hosted-runners/using-github-hosted-runners/about-github-hosted-runners#supported-runners-and-hardware-resources
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Free github runners

The workflow using spack requires by default to rebuild 
the whole spack recipe

• This means compiling a substantial amount of 
“external” packages that are not directly part of the 
software stack

• Compiling these takes 60-70% of the total time 
(and too long overall)

These packages are updated relatively rarely

Also the software stack consists of ~15 GB of software, 
enough to deplete the disk space of the runner while 
compiling

No free lunch
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Solving the space issue

The default github runners come with a substantial 
amount of software pre-installed

• We only need docker

Actions are available to delete unused features

• can reclaim up to 38GB of disk

Who asked for this anyway?

| github actions - FH SciComp Workshop | F. Meloni & T. Madlener | July 3, 2025
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Solving the timeout issue
xkcd.com/303 anyone?

So we are left with the compilation time taking too long for the github runners

A few options to solve the issue:

Use dedicated self-hosted runners Break the compilation into sub-steps

Use OCI build cachesShip partial workflows to another git 
instance (i.e. CERN/DESY)
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https://xkcd.com/303/
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Solving the timeout issue

So we are left with the compilation time taking too long for the github runners

A few options to solve the issue:

Use dedicated self-hosted runners Break the compilation into sub-steps

Use OCI build cachesShip partial workflows to another git 
instance (i.e. CERN/DESY)

Excellent documentation available on github

Easy to set up and run
● the runner polls github for jobs and sends 

back the results - 
permissions/authentication is simple

Fun exercise, tried with:
● Desktop in the office
● VM at CERN

Works, but doesn’t scale well and requires 
some level of maintenance
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xkcd.com/303 anyone?

https://docs.github.com/en/actions/how-tos/hosting-your-own-runners/managing-self-hosted-runners/adding-self-hosted-runners
https://xkcd.com/303/
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Github to gitlab synchronisation?

 Completely free
 Highly discoverable
 

mucoll-spack
(specifies release composition)

MuonCollider-docker
(contains image recipes and CI 

workflow) Mirrored
MuonCollider-docker

 No limits on CI runtime
 Better CPUs
 Mirroring unreliable
 Requires maintaining a number of 

tokens

CERN gitlab container 
registry

GHCR.io

Clone

Publish
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We have fast machines at home
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Key4hep-dev-externals
Software stacks all the way down

Developed an “intermediate” stack within key4hep 
software stack, bundling together all external 
dependencies: key4hep-dev-externals

Build experiment-specific stacks on top of it!

Useful for mucoll, LUXE, …

Factorised build workflow in three steps, each one 
running below the 6h limit

• Intermediate steps publish docker images that are 
re-used in the following

| github actions - FH SciComp Workshop | F. Meloni & T. Madlener | July 3, 2025
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Using OCI build caches

Spack supports using OCI build caches to speed 
up long compilation processes.

• These are stored on the github docker registry 
as docker images

• No cache size or expiration limits!

Total workflow time: ~20 minutes (from 9h!)

Still want to have each part of the workflow to run 
in less than 6 hours, to avoid failures if starting 
from scratch
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https://github.com/madbaron/mucoll-spack/pkgs/container/mucoll-buildcache
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Don’t leak your secrets

Several of these workflows require a number of 
authentication steps

Never store your access credentials or tokens in plain 
view

• If you (accidentally) do, you should immediately 
consider the credential compromised (bots will 
find them!!)

Github/lab secrets are there for you!

• More convoluted for docker_build
• Secrets are mounted as files in the image

Example docker workflow

In workflow file

In Dockerfile

Not even to your friends
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Summary

• CI on github repositories is easy to setup

• Large ecosystem of existing actions

• Developed a few actions that are generally useful for HEP SW in Key4hep context

• Surprising amount of free computing resources on github runners - can deal with even relatively large and 

complex projects

• Some creativity required to work around remaining limitations

• Caches are your friends
• Even better if they don’t count towards some quota ;)

• Keep your secrets safe!
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Tips & Tricks
Things we partially learned the hard way

• Logs are (almost) everything you get in case of 
failure

• Read them carefully ;)
• Consider increasing verbosity of tools
• Use ::group::<group-name> and ::endgroup:: for 

maintaining sanity in success cases

• You can run steps even if previous steps failed

• Consider running CI inside a container
• Reproducible even if github runner VM changes
• Godsend when you need to debug some more 

involved issues

• Take care to not leak secrets (API keys, Tokens, …)
• Store them as secrets via github settings
• Access via ${{ secrets.<SECRET_NAME> }}

• Consider cancelling concurrent runs
• Helps in avoiding throttling of workflow runs on free 

tier
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https://docs.github.com/en/actions/reference/evaluate-expressions-in-workflows-and-actions
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Links to the various screenshots

• https://github.com/key4hep/key4hep-spack/blob/main/.github/workflows/image-template.yaml
• Docker image build and spack build cache usage

• https://github.com/AIDASoft/podio/blob/master/.github/workflows/edm4hep.yaml
• Full example of workflow for building dependencies along the way

• https://github.com/AIDASoft/podio/blob/master/.github/workflows/key4hep.yml
• Example for using run-lcg-view without an LCG release

• https://github.com/key4hep/key4hep-doc/blob/main/.github/workflows/publish.yml
• Example for building and deploying documentation via github pages via github actions
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https://github.com/key4hep/key4hep-spack/blob/main/.github/workflows/image-template.yaml
https://github.com/AIDASoft/podio/blob/master/.github/workflows/edm4hep.yaml
https://github.com/AIDASoft/podio/blob/master/.github/workflows/key4hep.yml
https://github.com/key4hep/key4hep-doc/blob/main/.github/workflows/publish.yml

