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» Open-standard hardware manageability interface
specification

» Common interface for accessing system components

» Asynchronous, message based interface

» Standard IPMI utilities to manage different vendor
hardware
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» Device monitoring
— Sensors, events

» Device management
— Power on, power off, reset

» Automated system configuration
— Interface description, E-keying
— Power budgeting

S
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» Inventory Data
— Serial number, index, build date, vendor name...
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» Ipmitool

one executable, open source Linux CLI tool
the swiss army knife for ipmi related tasks
Can be used on local or remote system

To read sensors, SDR, SEL, power states

To set power states (on, off, cycle, reset)

To send events to SEL

To set boot order

» Openipmi, ipmicmd

driver,libs and tools, open source linux tool
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— driver included since years in all linux distributions

» Command line interface of MCH (clicm)
— Easy to use, low level commands not always needed
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» Sensors
— Report system status

— Fans speed, CPU Temperature, voltage...

» SDR - Sensor data repository
— Collection of sensor data — definition of threshold values

» Events
— temperature sensor threshold exceeds limit,

voltage too low, hot swap state changed, board reset

» SEL - System Event Log
— alog of events

— SEL is stored inside MCH, MCH (carrier manager) adds timestamp

» FRU data - Field Replaceable Unit data
— vendor ID, product ID, firmware revision, power requirements....
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» Controlled by MMC

IPMI Module Management LEDs
@ LED1 (Qut-of-Service LED)
LED2 (Health LED)

P8 HS LED (Hot Swap LED)
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Sensor Number / Sensor Type (Code) / DASS' MI,:SkL D . ngall:fhd

Name Event/Reading Type (Code) eass. fas escription €
Reading Mask on Error

OEh f Temperature (01h) / 1A81h / 7A81h / | CPU die temperature Y

A1 Temp CPU Threshold (01h) 393%h

OFh/ Temperature (01h) / 0AB0h / 7TA80h / | PCH temperature Y

A1 Temp PCH Threshold (01h) 3838h

10h / Temperature (01h) / 1A81h / TA81h/ | MCH temperature Y

A1 Temp MCH Threshold (01h) 393%h

16h / Temperature (01h) / TA95h [ TA95h / | Air temperature near AMC Y

Al Temp Air Threshold (01h) 3F3Fh edge-connector

17h / Voltage (02h) / 2204h [ 2204h [ | AMC Management Power Y

A1:Board 3. 3vIPM Threshold (01h) 1212h (MP) 3.3V

18h / Voltage (02h) / 2204h [ 2204h [ | AMC Payload Power (PWR) Y

A1:Board 12 Qv Threshold (01h) 1212h 12V

19h / Voltage (02h) / 2204h [ 2204h [ | Board 5V supply Y

A1:Board 5.0V Threshold (01h) 1212h

1Ah [ Voltage (02h) / 2204h [ 2204h [ | Board 3.3V supply Y

A1:Board 3.3V Threshold (01h) 1212h

1Bh f Power supply (08h) / 0000h f 0000h / | States of all power lines N

A1:Pwr Good OEM (77h) 0887h
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10h / 16h /
A1:Temp A1l:Temp
MCH Air

Sensor Number /
ID String

Upper non-recoverable

Upper critical

Upper non-critical

Normal max.
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» Read out one sensor with “Get Sensor Reading cmd*
— Build command according to spec
— Need Network/Function code, Cmd and parameters

» From IPMI Spec , Table 44-11 Command Number Assignments

» Get Sensor Reading: Net/Fun = S/E; Cmd = 0x2D

Sensor Device Commands

Get Device SDR Info 35.2 S/E 20h | | |
Get Device SDR 35.3 S/E 21h | | |
Reserve Device SDR Repository 35.4 S/E 22h | I I
Get Sensor Reading Factors 35.5 S/E 23h X
Set Sensor Hysteresis 35.6 S/E 24h X
Get Sensor Hysteresis 35.7 S/E 25h X
Set Sensor Threshold 35.8 S/E 26h X
Get Sensor Threshold 35.9 3S/E 27h X
Set Sensor Event Enable 35.10 S/E 28h X
Get Sensor Event Enable 35.11 S/E 259h X
Re-arm Sensor Events 35.12 S/E 2Ah X
Get Sensor Event Status 35.13 S/E 2Bh X
Get Sensor Reading 35.14 S/E 2Dh X

Set Sensor Type 35.15 | SIE 2EN X
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» From IPMI Spec , Table 5-1 Network Function Codes

» Net/Fun: S/E = 0x04

Table 5-1, Network Function Codes

10

Value(s) | Mame Meaning Description

00, 01 Chassis Chassis 00h identifies the message as a command/request and 01h as a
Device response, relating to the common chassis control and status functions.
Requests and
Responses

02+ o3* Bridge Bridge 02h (request) or 03h (response) identifies the message as containing
Requests and | data for bridging to the next bus. This data is typically another
Responses message, which may also be a bridging message. This function is

12/12/2012
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Sensor and This functionality can be present on any node. 04h identifies the
/Event Event message as a commandfrequest and 05h as a response, relating to
Requests and | the configuration and transmission of Event Messages and system
Responses Sensors.
Uk, U7 App Application UBh Identies e message as an application command/reguest and
Requests and | 07h a response. The exact format of application messages is
Responses implementation-specific for a particular device, with the exception of
App messages that are defined by the IPMI specifications.
Mote that it is possible that new versions of this specification will
identify new App commands. To avoid possible conflicts with future
versions of this specification, it is highly recommended that the
OEM/Group network functions be used for providing “value added’
functions rather than the App network function code.
0a, 09 Firmwars Firmwars The format of firmware transfer requests and responses matches the
Transfer format of Application messages. The type and content of firmware
Requests and | transfer massages is defined by the particular device.
Responses
04, 0B Storage Mon-volatile This functionality can be present on any node that provides non-
storage volatile storage and retrieval services.

Yy
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» From IPMI Spec Command Description

» Just one parameter: sensor number

Table 35-15, Get Sensor Reading Command

Request Data l 1 genzor number (FFh = resenrved)

Response Data 1 | Completion Code.

2 Senzor reading

Svte 1: byie of reading. Ignore on read i sensor does not refurn an numeric
{analog) reading.

3 [F]- Oh= Al Event Messages disabled from this senzor

[E]- Ob= sensorscanning disabled

5] - 1b = reading/state unavailable (formery “initial update in progress®).
Thig kit iz set to indicate that a ‘re-arm’ or *Set Event Receiver
command haz been uged fo request an update of the sensor
status, and that update has not ccourred yel. Software should
use thiz bit to avoid getting an incorrect status while the first
sensor update iz in progress. This bit iz only required if it is
poasile for the controller to receive and process a "Get Sensor
Reading” or “Gat Sensor Event Status’ command for the senzor
irefore the update has completed. Thiz is most likely to ke the
case for sensors, such as fan RPM sensors, that may require
seconds to accumulats the first reading after a re-arm. The bit
is also used to indicats when a reading/ztate is unavailakle
because the management controller cannot obiain a valid
reading or state for the monitored entity, typically becausze the
entity iz not present. See Secfion 16. 4, Event Siafus, Event
Conaifions, and Present Sfate and Sechion 166, Re-amming for
mare informaticn.

[4:0] - reserved. Ignore on read.
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» Sensor number from Vendor Manual

» Sensor number 0x1B:

Table 10: Sensor List

Sensor Number / Sensor Type (Code) / Ass. Mask / _ Health

Name I e lis Y i Deass. Mask / Description LED Red
gyp Reading Mask on Error

17h \oltage (02h) / 22040 1 2204h [ | AMC Management Power Y

A1:Board 3.3vIPM Threshold (01h) 1212h (MP) 3.3V

18h / Voltage (02h) / 2204h / 2204h [ | AMC Payload Power (PWR) Y

A1:Board 12.0v Threshold (01h) 1212h 12V

19h / Voltage (02h) / 2204h | 2204h [ | Board 5V supply Y

A1:Board 5.0V Threshold (01h) 1212h

1Ah/ Voltage (02h) / 2204h /1 2204h | | Board 3.3V supply Y

A1:Board 3.3V Threshold (01h) 1212h

1Bh/ Power supply (08h) f 0000n f 0000R £ | States of all power lines N

A1:Pwr Good OEM (77h) 0887h

1Ch / Power supply (08h) / 0000h / 0BB7h [ | Power fail events for all Y

Al:Pwr Good Evt OEM (77h) 0BBTh power lines
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» Read out one sensor with “Get Sensor Reading cmd*

— Build command according to spec:
— Network/Function code: 0x04
— Cmd: 0x2D
— Sensor#: 0x1B

ipmitool raw 0x04 0x2D 0x1B
0040 87 88

Byte 1 completion code (not shown by ipmitool)

Byte 2 0x00
Byte 3 0x40
Byte 4 0x87

Byte 5 0x88
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Table 35-13, Get Sensor Reading Command
Request Data 1 sensor number (FFh = resenved)
Response Data 1 Completion Code.

» Byte 2 OXOO 2 | Sensor reading

Byte 1: byie of reading. Ignore on read if senzor does not return an numeric
H (analog) reading.
Ig nore 3 [F1- Tk = Al Event Messages disabled from this sensor
[B]- Qb= sensorscanning disabled
[5] - 1= reading/state unavailable (formerly “Initial update in progress®).
» Byte 3 OX4O This bit is set to indicate that a ‘re-arm’ or *Set Event Receiver

command has been uzed to request an update of the sensor
H status, and that update has not occurred yet. Software should
- Eve ntS d ISa b | ed use thiz bit to avoid getting an incorrect status while the first
S . . sensor update is in progress. This bit iz only required if it is
— pozsible for the controller to receive and process a "Get Sensor
€nsor IS runnin g Reading’ or ==t Sensor Event Status’ command for the sensor
efore the update has comgletad. Thiz is most likely to be the
case for sensors, such as fan RPM sensors, that may require
seconds to accumulate the firet reading after a re-arm. The bit
is also used to indicate when a reading/state is unavailable
because the management controller cannot obiain a valid
reading or state for the monitored entity, typically becausze the
enfity iz not present. See Section 16.4, Event Siafus, Event
Conaifions, and Present Stats and Section 16.6, Re-arming for
mare information.
[4:0]- rezerved. Ignore on read.
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» Byte 4 0x87
- State 7 asserted
- State 2 asserted
- State 1 asserted

- State 0 asserted

(4)

For threshold-based sensors

Present thresheold comparison status

[7:6]-
[3] -
4] -
3] -
-
-
[0 -

reserved. Retumed as 1h. |gnore on read.

1k = at or above (=) upper non-recoverable threshaold
1b = at or above (2) upper critical threshald

1 = at or above (=) upper non-critical threshaold

1k = at or below (=) lower non-recoverable threshold
1b = at or below (<) lower critical threshold

1k = at or below () lower non-critical threshold

For discrete reading sensors

» Byte 5 0x88

- State 11 asserted

[7- 1 = state T assert=d
8] - 1b = state & asser=d
[5] - 1b = state 5 asserted
4] - 1b = state 4 asserted
[3] - 1 = state 3 assert=d
[2] - 1k = state 2 asser=d
[1- 1 = state 1 asser=d
[0 - 1b = state 0 asserted
{5) | For discrete reading senaors only. {Oofional)
(00h Otherwise)
[71-  reserved. Retumed as 1b. Ignore on read.
[B]-  1b=state 14 assertsd
[5]-  1b=state 13 assertsd
[4]-  1b=state 12 azsertsd
[3]- 1k =state 11 azserted
[2]- 1k =state 10 azserted
[1- 1k =state § asserted
[0- 1k =state 8 asserted
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» Sensor definition from Vendor Manual

Table 14: OEM Event/Reading Types (Continued)

OEM OEM
SENSOR EVENT/READING DESCRIPTION
TYPE (CODE) TYPE (CODE)
Power Supply (08h) 1.e.for | 77h Sensor-specific | Event
Power Good / (OEM) Offset
State 0 asserted Fower Good Event Oh 12V good (PWR)
State 1 asserted 1h 5V good
State 2 asserted 2h 3V3 good y
3h Reserved
4h Reserved
5h Reserved
6h Reserved
State 7 asserted h veeCore good
Bh Reserved
Sh Reserved
Ah Reserved
State 11 asserted Bh 3V3IPMI good (MP)
Ch Reserved
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Different options to access Management Controls on MCHs, AMCs, CUs,
PMs

Via network interface to ShMC
Via network interface to ShMC, bridged to CM

Via network interface to ShMC, bridged to CM, bridged to AMC

Via KCS interface to local MMC
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uTCA addressing FRU 5 FRU 90 FRU 16 FRU 101
FRU reported by CM MKE 4 e e = - MMC 12
FruD Fru
| ox72 0x74  Ox76 0x88 | IPMB-L (12 x)
—_—— deactvated

IPMBL (12x) b7 i

FRU 0 oz
|FRI.I3 - FRU 4
(15 a 1] D10 lPMB_L Oxi2
[i57]
MCMC ox0 | EF i MCMC iz
FRU 1

" [ e ]

FRU 2
pacaplans
[ Slte Number =1 ) { Camier Mumbsr =1} [ SHe Number=2 ) | Camier Kumber =1
IPMB-0 (A+B) -b0
| oxas [ oxan | oxcz | oxcs
FRU 1/2 phys shelf info cu 1 cua BM Pl 4
FRU 253 logical carrier info ===
FRU 254 logical shelf info
FRU 40 FRU 41 FRU 50 FRU 54

ipmitool -l lan —H <ip> -U admin —P admin —A PASSWORD mc info

Get Device ID of ShMC via network access

The pulse of innovation
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uTCA addressing FRUS FRU 90 FRU 16 FRU 101
FRU reported by CM MME 1 . e - MMC 12
Frud Fru O
| ox72 0x74  Ox76 0x88 | IPMB-L (12 x)
—— — deactvated
IPMBE-L (12 x ) H7 I
i)
| Q=10 [=i2
FRL 3 IPMB-L FRU 4
T Ll Dx10 ox12
MCMC | 0x10 FC iC MCMC 12
FRU1
" [ e ]
FRU 2
pacaplans
[ Slte Number =1 ) { Camier Mumbsr =1} [ SHe Number=2 ) | Camier Kumber =1
IPMB-0 (A+B) -b0
| oxas [ oxan | oxcz | oxcs
FRU 1/2 phys shelf info cu 1 cua BM Pl 4
FRU 253 logical carrier info ===
FRU 254 logical shelf info
FRU 40 FRU 41 FRU 50 FRU 54

ipmitool -l lan —H <ip> -U admin —P admin —A PASSWORD -t 0x82 mc info

Get Device ID of CM via network access
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uTCA addressing FRU S FRU 90 FRU 16 FRU 101
FRU reported by CM MKE 4 _— m e - MMC 12
Fru 0
088 | IPMB-L {12x )
—_—— deactwated
|
012
FRU 4
oxi2
MCMC  [xiz
| Site Mumber =1 ) { Camier Mumbsr=1 } [ She Mumber= 2 ) { Carrier Number =1
IPMB-0 (A+B) -b0
| oxas [ oxan | oxcz | oxcs
FRU 1/2 phys shelf info cu 1 cua BM Pl 4
FRU 253 logical carrier info ===
FRU 254 logical shelf info
FRU 40 FRU 41 FRU 50 FRU 54

ipmitool -l lan —H <ip> -U admin —P admin —A PASSWORD -T 0x82 —t 0x76 —b 7 mc info

Get Device ID of AMC via network access

The pulse of innovation
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4
uTCA addressing FRUS FRU 90 FRU 16 FRU 101
FRU reported by CM MKE 4 _- _— m e - MMC 12 _-
Frud Fru O
| ox72 0x74  Ox76 oxgs] ___ PMBLiZN)
IPMB-L (12 % ) b7 1
FRU 0 o=
| Ox1d =12
RMCP FE(I;: 3 - IPME-L FI;I:I;I
a2
\ﬂ [ER ER 0 MCME iz
FRU 1
" [ - |
FRU 2
pacaplans
[ Slte Number =1 ) { Camier Mumbsr =1} [ SHe Number=2 ) | Camier Kumber =1
IPMB-0 {A+B) -b0D
| oxas [ oxan | oxcz | oxcs
FRU 1/2 phys shelf info cu 1 cua BM Pl 4
FRU 253 logical carrier info ===
FRU 254 logical shelf info
FRU 40 FRU 41 FRU 50 FRU 54

ipmitool —m 0x72 —t 0x72 mc info

Get Device ID via local KCS interface (payload towards MMC)
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OMVIU = OM (Open Modular Platform)
VlisUalisation.

» OMVIU is a graphical tool for remote monitoring
and control of MicroTCA systems '

| [
I

TCA Workshop

I

i

H

i
,l.- !

Benefits

» Reducing learning curve getting familiar with G =
MicroTCA

» Reducing development time -> saving
development costs
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GUI Connections Config Info Help
Connecti |~ :
e onnections | Sensor count 30 LUN 0 sensors LUN 2 sensors O
& Kontron AM4301
@ Kontron AM4904 : dynamic sensor table O LUN 1 sensors O LUN 3 sensors O
¢ € Kontron AM4310 | dynamic time stamp 0
-3 E.F, Carrier1 ReclD Mr. MName Threshold
3 1= g AT e
$ H meHt 1 [ 10 ATMMC FwUp FWUM status
h' FRU Data : 13 12 A1:Config Error Type: Oxce
E Sensors |14 13 Al:Board Reset Reset Sensor
g 15 14 1:Temp CPU Temperature
-/30 E-Keying | [16 15 A1:Temp PCH Temperature
ld HPM.1 Update| || [17 16 A1 Temp MCH Temperature
L g 23 22 A1 Temp Air Temperature
/A FRU Control | [24 23 AT:Board 3.3vIPH Valtage
? E AMCA : 25 24 A1:Board 12.0v Voltage
= | |26 25 Al1:Board 5.0V oltage
s FRU Data i a Qg AA-Orard 2 200 [\ rlt B
E Sensors 1
_ Reloadall | [ Refreshall 'q
s E-Keying
Beex | g
bl HPM.1Update| || Analog Sensor details —
& FRU Control Sensor D Al Temp CPU >
A : [0}
# B Amcs || Actual Value 410 degrees C O
g FRU Data : . a
g Value [ Thresholds | Hysteresis | Info | Factors | Events | HEX Dump
ensors
E-Keyin
4. ving Lower Non Critical not readable degrees C
fud HPM.1 Update
A FRU Control : Lower Critical not readable degrees C
o= H AMCH ! Lower Non Recoverable not readable degrees C
= Ancs Upper Non Critical |os.0 | degreesc
- & L
& : Upper Critical [105.0 | degreesc
(gl FRU Data :
E Sensors Upper Non Recoverable |115.0 | degrees C
o=z Carrier P2P Set Thresholds
SEL <
[ i |

23 12/12/2012 Desy MicroTCA Workshop The pulse of innovation




GUI Connections Config Info

Management Softwar:

Help

L% kontron

@ Connections
& Kontron AM4301
@ Kontron AM4204
7 € Kontron AM4910
? Carrier1
¢ B wew
g FRU Data
F sensors

fal HPM.1 Update
/4 FRU Control

H amca

H aumcs

d aumcs

d aumcs

& Pt

g FRU Data

E Sensors

LA A A

==z Carrier P2P
SEL
fal HPM.1 Update
/4 FRU Control
SEL
fal HPM.1 Update
@ Kontron AM5301

Local FRU Device

Module Point To Point Connections

MCH1 Fabric A

|v|

Local Link0
Port 0

Local Link1
Port 1

Local Link2
Port 2

Local Link3
Port 3

Local Link4
Port 4

Local Link5
Port 5

Local Link&
Port 6

AMC.2 Ethernet 1000Base-X SERDES
Local CC = 0x0 | Remote CC = 0x0

’

.

AMC.2 Ethernet 1000Base-X SERDES
Local CC not available | Remote CC not available

X

AMC.2 Ethernet 1000Base-X SERDES
Local CC = 0x0 | Remote CC = 0x0

O

v

Mo FRU in remaote slot

()\( AMC Slot 2/ PO

AMC.2 Ethernet 1000Base-X SERDES
Local CC not available | Remote CC not available

X

AMC.2 Ethernet 1000Base-X SERDES
Local CC = 0x0 | Remote CC = 0x0

’

Mo FRU in remaote slot

v

0 | Amc siot31P0

()\( AMC Slot 4/ P0

.

AMC.2 Ethernet 1000Base-X SERDES
Local CC = 0x0 | Remote CC = 0x0

v

’
.

AMC.2 Ethernet 1000Base-X SERDES
Local CC = 0x0 | Remote CC = 0x0

v

’
.

AMC.2 Ethernet 1000Base-X SERDES
] al CF nnt i Lo,

do Ot

AMCA1

AMC Slot1/P0

AMC 2

AMC 3

AMC 4

AMC 5 L

AMC Slot 51 P0

AMC 6

AMC Slot 6/ PO

AMCA1

AMC Slot1/P1

4]
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» Kontron MCH provides feature to examine IPMI traffic
— IPMB-0 and IPMB-L traffic forwarded via network
— Wireshark running on external system decodes IPMI data

— Wireshark:
Listen on network interface to all traffic
Set filter ipmi.session.id and ipmi.header.command != 0x28

— MCH, clicm:
clicm monitor ip <ip-wireshark-system>

clicm monitor ip enable

clicm monitor ip disable

The pulse of innovation
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3.bin - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help
BN BEXZE A¢r9T2/[EE QQAQAN FWM % B
Filter: | | ¥ Expression... Clear Apply
MNao. - Time Source Destination Protocol Info
1 0.000000 I2C-1 0x3c IPMI/ATC Req, [ATCA] Get PICMG Properties, seq OxOf B
2 0.000000 12C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq OxOf
3 0.000000 12C-1 0x3b IPMI/ATC Req, [ATCA] Get PICMG Properties, seq 0x10
4 0.000000 I2C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq 0x10
5 0.000000 I2C-1 0x3d IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox11
6 0.000000 12C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq Ox11
7 0.000000 12C-1 0x3e IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox12 8—
& 0.000000 I2C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq Ox12 c
9 0.000000 I2C-1 0x3c IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox13 ;)
10 0.000000 12C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq Ox13 _E
11 0.000000 12C-1 0x3b IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox14 o
12 0.000000 I2C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq Ox14 ;
132 0.000000 I2C-1 0x10 IPMI/ATC Req, Platform Event, seqg Ox31
14 0.000000 12C-1 0x3b IPMI/ATC Rsp, Platform Event, seq Ox31 <
[1] / FRU LED State, se (@)
16 0.000000 I2C-1 0x10 IPMI/ATC Rsp, [ATCA] Set FRU LED 5tate, seq 0x15 =
17 0.000000 I2C-1 0x3d IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox1é o)
18 0.000000 12C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq 0x16 5
19 0.000000 12C-1 0x3e IPMI/ATC Req, [ATCA] Get PICMG Properties, seq Ox17 =
20 0.000000 I2C-1 0x10 IPMI/ATC Rsp, [ATCA] Get PICMG Properties, seq Ox17 =
21 0.000000 I2C-1 0x3b IPMI/ATC Req, ;ATCA; Set FRU LED State, seq Ox18 v >
I 8
()]

al 15 (13 by 3 by
Inter-Integrated Circuit (Data)
= Intelligent Platform Management Interface

Response in: 16

Header : [ATCA] Set FRU LED State (Request) from 0x20 to O0x76

= Data
FRU ID: O
LED ID: O

Function: LED Blinking override, off-duration 900ms (0x5a)
on-duration: 100ms

Color: Do not change

Data checksum: 0x13 (correct)

(V76 b0 da 20 54 07 00 00 00 5a Oa Oe 13

3

|°| Frame (frame), 13 bytes Packets: 666 Displayed: 666 Marked: 0 Profile: Default
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